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ABSTRACT

A PASSWORD-AUTHENTICATED THRESHOLD-BASED GROUP KEY
AGREEMENT PROTOCOL LEVERAGING ZERO-KNOWLEDGE PROOFS

KILIC, Adnan
Ph.D., Department of Computer Engineering
Supervisor: Prof. Dr. Ertan Onur

Co-Supervisor: Dr. Cansu Betin Onur

July 2024, 04| pages

The challenge we address in this thesis is to design a peer-to-peer threshold-based
group key generation protocol where there is no centralized authority and peers do
not learn anything about the generated key other than their shares albeit they are
involved in the key generation. To address this challenge, we propose a password-
authenticated threshold-based group key agreement protocol that resembles secret
sharing. However, the construction of our proposal is the opposite. In legacy secret-
sharing schemes, a trusted third party shares a secret value that it initially knows.
In our proposal, principals collaborate to create shares without the knowledge of the
constructed group key in a peer-to-peer fashion. We employ zero-knowledge proto-
cols for verifying the authenticity of principals’ contributions to the protocol. Zero-
knowledge proofs help principals verify the veracity of data without sharing the data.
In addition to the threshold-based group key agreement protocol, we also propose a
novel zero-knowledge proof scheme based on equal partition problems on groups and
prove that this novel zero-knowledge proof scheme is secure. We present the security

and performance analysis of the proposed protocols.



Keywords: threshold cryptography, password-authenticated key agreement, zero-

knowledge proof
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0z

SIFIR BiLGI iSPATLARINDAN YARARLANAN PAROLA DOGRULAMALI
ESIK TABANLI GRUP ANAHTAR ANLASMA PROTOKOLU

KILIC, Adnan
Doktora, Bilgisayar Miihendisligi Boliimii
Tez Yoneticisi: Prof. Dr. Ertan Onur

Ortak Tez Yoneticisi: Dr. Cansu Betin Onur

Temmuz 2024 ,[94] sayfa

Bu tezde ele aldigimiz zorluk, merkezi bir otorite olmadan, paydaslarin kendi paylar
disinda herhangi bir bilgi 6grenemedikleri, esik-tabanli grup anahtari olusturma pro-
tokolii tasarlamaktir. Bu zorlugu ele alan, sir paylagma prensibini andiran bir yapiya
sahip parola-dogrulamali, esik-tabanli grup anahtar anlasma protokolii Oneriyoruz.
Ancak onerdigimiz protokol yapisi itibariyle geleneksel sir paylasma protokollerin-
den ayrilmaktadir. Geleneksel sir paylagma protokollerinde, giivenilir bir iigiincii taraf
baslangicta bildigi bir sirr1 protokoliin paydaslariyla paylagir. Bizim onerdigimiz pro-
tokolde ise, paydaslar grup anahtarini olusturmak {iizere birbirlerinee kendi paylarim
aktararak igbirligi yaparlar. Paydaglarin protokole katkilarinin dogrulugunu kanitla-
mak icin sifir bilgi ispatlarin1 kullaniyoruz. Sifir bilgi ispatlari, paydaslarin verileri
birbirleriyle paylasmadan dogrulugunu kanitlamalarina yardimci olmaktadir. Esik-
tabanli grup anahtar anlagma protokoliiniin yan1 sira, gruplar iizerinde esit boliinme
problemine dayanan yeni sifir bilgi ispatlari Oneriyoruz. Ayrica Onerilen sifir bilgi

ispatlarinin giivenli oldugunu kanitliyoruz. Onerilen protokollerin giivenli ve uygula-
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mada verimli oldugunu gosteren giivenlik ve performans analizlerini sunuyoruz.

Anahtar Kelimeler: esik kriptografi, parola dogrulamali anahtar anlagsma, sifir-bilgi

ispati
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CHAPTER 1

INTRODUCTION

In this chapter, we present the idea behind password-authenticated key exchange pro-
tocols. After illustrating the need with a few examples, the different mechanisms
of our protocol, Password-Authenticated Threshold Group Key Share (PATS) be-
come clear. Then, we explain zero-knowledge proofs with their practical applica-
tions. We give brief information about the problem that is employed in our protocols.
We present the challenges we tackled and the motivations for designing a password-
authenticated threshold group key-sharing protocol leveraging zero-knowledge proofs
and show our approach to the problem. We provide a list of contributions that will be

explained in the following chapters.

1.1 Password-Authenticated Threshold Group Key Share (PATS)

There is a dealer (a trusted third party, TTP) and n parties in legacy secret-sharing
schemes. A secret value v, which the dealer knows, is split into n different pieces
called shares again by the dealer. The shares are sent to the corresponding parties
over a secure channel. The dealer knows and controls all of these n shares. A secret
sharing scheme is called (¢, n)-threshold if ¢ or more parties can recover v, but (t — 1)
or fewer parties cannot efficiently do it. A (t,n)-threshold secret sharing scheme
is said to be perfect if no information is disclosed when fewer than ¢ parties try to

construct the secret value v.

In this thesis, we present a password-authenticated (2, 3)-threshold group key-sharing
mechanism that resembles secret sharing schemes, albeit having a different construc-

tion involving parties in the generation of the shares. The significant difference is the
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lack of prior knowledge of the secret used as a group key in this work. Our approach
can be better understood with a simple use case. Assume that Alice, Bob, and Carol
write their wishes about the future on a piece of paper, store it in a time capsule se-
cured with a padlock, and promise each other that they will meet after ten years, open
the capsule together using the physical key to the padlock and check whether or not
their wishes will have come true. They lock the time capsule so that none of them
can change the bet alone without others knowing it. They also want to open the cap-
sule if a majority of principals is present after ten years. They solve this problem by
Jjointly generating a physical key from some components. Assume that there are three
components, say ¢y, ¢, and cs, required to construct the physical key, and each com-
ponent is cloned. Each party receives two distinct components; for example, Alice
gets ¢y, co; Bob gets ¢, c3; and Carol gets ¢y, c3. All the unique components (original
or cloned) ¢y, c2, and c3 must be present to construct the physical key, which can be
created by combining the components held by any two parties. None of the parties
can create the key alone since there is always a missing component. This scenario is

illustrated in Figure
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Figure 1.1: PATS scenario for the time capsule.

Several practical scenarios may illustrate the need for the involvement of parties to

generate shares of a group key. This approach may be employed in the business
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world, the digital services industry, or the financial industry. Let us give examples
of centralized and distributed cases. In the distributed group key-sharing scenario,
assume Alice, Bob, and Carol are critical infrastructure managers. Out of these three
managers, at least two of them have to be present to execute a critical transaction.
If Alice goes on a vacation, she must delegate her responsibility to Carol. In such
a scenario, instead of Alice providing Bob with her secret, Carol will use her share
of the key. This is achieved using a (2,3)-threshold group key-sharing mechanism,
which involves input from all parties. None of the parties shall run the transaction
alone. Carol and Bob can collaborate and run the transaction when Alice is off duty.
The same scenario is applicable when any single party is off duty. In this scenario,
parties do not need a centralized or trusted party while initializing the key shares or
constructing the shared key using key shares. In the centralized TTP-verified group
key-sharing scenario, assume some transaction requires the approval of the TTP, such
as a banking transaction. For example, Alice, Bob, and Carol, who have a say in
a joint bank account, can only transfer money with the approval of the majority. If
at least two out of three parties approve the transaction, the bank acting as the TTP
approves and executes the transaction. Although the bank regulates the key shares,
the users (not the bank) must determine shares jointly without knowing others’ shares
for secrecy. Another example is a password manager (keychain) that requires multiple
devices to reveal a saved password which is encrypted using PATS. In this case, a user
who would like to reveal a saved password from a password manager has to interact
with at least two out of the three predefined devices to collect two shares, generate
the key, and decrypt the saved password. In all these scenarios, (i) none of the parties

shall act alone, and (ii) the lack of a single party shall be tolerated.

1.2 Zero-knowledge Proofs

Zero-knowledge proofs (ZKP) are invaluable cryptographic tools employed in the
context of privacy and confidential computing. ZKP allows Alice to convince Bob of
the truth of a statement without disclosing any information about the data underly-
ing the statement. ZKPs allow Alice to prove to Bob that she has a certain piece of

information or she has conducted a computation without revealing the actual infor-

3



mation or computation. ZKPs [1]] [2] [3] are proofs that are both convincing and yet
yield nothing beyond the validity of the information. ZKP has many application areas
such as identification, authentication, trustless privacy-preserving transactions (cryp-
tocurrencies or smart contracts), secure data auditing, voting, verifiable confidential
computing, auctions, or key management. All in all, ZKP is an indispensable tool in

modern cryptography for addressing security, privacy, and trust challenges.

Any NP-complete problem can be employed to design a ZKP [2] and we employ the
equal partition problem (EPP) in this thesis. The goal of the partition problem is to
determine whether it is possible to divide a set of integers into equal-sum subsets.
When this partition is restricted to the case that the disjoint subsets have equal cardi-
nality, then it is called the equal partition problem. EPP has many application areas in
various domains such as load balancing, and resource allocation. We formulate EPP
on groups, specifically elliptic curves, and refer to it as the equal partition problem on

groups (EPPG) and use it to construct two ZKP schemes.

The state of the art of ZKPs is evolving, with a focus on their practical applica-
tions and usability. Proposals such as zk-SNARKSs (Zero-Knowledge Succinct Non-
Interactive Arguments of Knowledge) have considerably enhanced their efficiency
and scalability, making ZKPs more feasible for use in practice. ZKPs are being ac-
tively explored in various application areas. zk-SNARKSs are widely accepted for
their efficiency and compactness and are used in cryptocurrencies like Zcash. Vari-
ants of zk-SNARKSs such as Groth16 or Halo are efficient in proof generation. Bullet-
proofs are efficient and well-suited for confidential transactions. Bulletproofs+ signif-
icantly reduces proof sizes and computational complexity for implementing privacy-
preserving applications. STARKSs provide a high level of security, scalability, and
post-quantum security. zk-STARKSs (Zero-Knowledge Scalable Transparent ARgu-

ments of Knowledge) balance security and scalability.

1.3 Motivations and Challenges

In all these aforementioned scenarios, the challenge is to design a peer-to-peer thresh-

old-based group key generation protocol where there is no central authority and peers
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do not learn anything about the generated key other than their shares although they
are involved in the key generation. In this challenge, one of the peers should not
act as an authority on behalf of the other peers. Based on this challenge, we can
state our research question as to whether it is possible to construct a threshold-based
group key involving only peers without any central authority or trusted third party and
without any trusted setup. We address this research question and propose a password-

authenticated (¢, n)-threshold group key share (PATS) mechanism.

Yao et al. [4], Liu et al. [5], and Abdalla et al. [6] have proposed protocols that
leverage a trusted server responsible for generating shares for each party. In contrast
to performing operations on the client (or participant) side, Camenisch et al. [7]
introduced an approach aimed at increasing the number of servers required for the

verification step. Nevertheless, this type of solution is susceptible to phishing attacks.

Differing from the legacy key-sharing approaches, PATS does not require a central-
ized authority or trusted setup. Thus, it can be employed in peer-to-peer networks,
ad hoc networks, or the Internet of Things (IoT) applications. As a simple exam-
ple application area assumes that sensors in an [oT application are equipped with a
low-entropy password that reflects they belong to a group. However, using this pass-
word for securing communications will not be robust since its entropy is low. PATS
allows us to secure this application by generating shares of a high-entropy threshold-
based group key employing the low-entropy password in a distributed manner without
granting higher privileges to any one of the sensors (peers). In scenarios that require
a centralized authority or trusted setup, the existing solutions give extra capabilities
to this authority to generate the shares of parties. This approach will cause concerns

in the case of a breach happening to the centralized authority.

The idea behind the different versions of PATS relies on the password-authenticated
key agreement. There are different applications of password-authenticated proto-
cols in the literature, such as password-authenticated group key exchange (PGKE)
protocols, (t,n)-threshold secret sharing, or threshold password-authenticated key
exchange protocols. A group key exchange protocol that is based on password au-
thentication is called Group PAKE. There is "a fairy-ring dance" [8] construction to

transform any PAKE protocol into a Group PAKE protocol. Group PAKE protocols



typically involve either a shared password managed by a common trusted server or the
use of pairwise passwords between group members. Similarly, PATS assumes a pre-
configured common password known to all principals. To the best of our knowledge,
existing Group PAKE protocols do not implement threshold-based key construction.
Therefore, as a notable difference from legacy Group PAKE protocols, PATS imple-
ments threshold-based group key construction without the need for any trusted third
party. On the other hand, the idea behind (¢, n)-threshold secret sharing protocols
is that each party possesses a portion of the secret, called a share. The shares of at
least ¢ parties are sufficient to reconstruct the secret. In these schemes, a secret that
is known in advance is used to create shares whereas we employ the reverse opera-
tion in PATS for different environments, either centralized or distributed. Moreover,
there is always a trusted third party (dealer) in secret sharing protocols. In threshold-
password-authenticated key exchange protocols, the concept of thresholding is differ-
ent from that of secret sharing. In such schemes, a client is authenticated by multiple
servers, and acquiring authentication from a subset of authentication servers is the
idea behind thresholding. These are completely different constructions compared to

PATS. Thresholding in PATS resembles the idea of (¢, n)-threshold secret sharing.

1.4 Our Contributions

The two main contributions of this thesis are:

1. We propose a zero-knowledge (2,3)-threshold password-authenticated key ex-
change scheme that we call PATS which involves parties in group key shar-
ing. This protocol takes advantage of zero-knowledge proofs compared to well-
known threshold key exchange schemes and will tolerate the existence of semi-
trusted parties. Although PATS resembles threshold secret-sharing schemes, it
has a different structure and approach, as demonstrated by the aforementioned
use cases. There is no sharing of prior confidential information in PATS, and a
trusted setup is not required. In legacy secret sharing, there is a secret known
to the dealer at the beginning of the protocol, and the shares of the secret are
provided to the parties by the dealer. However, the secret (key) is not known

in advance in PATS. PATS allows parties to construct a secret (key) using their
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shares obtained at the end of the protocol. In other words, legacy secret shar-
ing starts from the secret and constructs the shares. PATS follows the opposite
approach, where parties communicate to establish their shares securely over in-
secure channels. The shares will help them (or a trusted third party) construct
the group key. When there is a data breach in a dealer of a legacy secret sharing
scheme, the share of each party may be exposed. We present centralized and
distributed PATS variants and then generalize PATS to (¢, n)-threshold scheme.
PATS supports distributed operations and facilitates the verification of the key
by a trusted third party that may also partake in group key sharing.

2. We propose two zero-knowledge proofs in Section 4] The first protocol, a
Three-pass ZKP based on the Equal Partition Problem (EPPZKP), is a Stern-
type ZKP. The second protocol, Two Challenge ZKP based on the Equal Parti-
tion Problem (2EPPZKP), is inspired by the 5-pass identification scheme pre-
sented by Sakumoto et al. [9]] and reduces the soundness error. We present a

detailed security and performance analysis of EPPZKP.

1.5 Outline

The remainder of this thesis is structured as follows:

e Chapter [2] reviews the literature concerning protocols for password-
authenticated group key exchange and those employing zero-knowledge
proofs.  Password-authenticated key exchange protocols exhibit diverse
utility, including applications in group key exchange (PGKE), threshold
secret sharing, and group key agreement (GKA). Following the exposition
of password-authenticated group key exchange protocols, we subsequently
introduce zero-knowledge protocols, providing a comparative analysis of

various cutting-edge protocols.

e Chapter [3] presents (2,3)-threshold password-authenticated key exchange
(PATS) schemes with zero-knowledge properties, where shares are collab-
oratively generated through public channels. PATS adopts the overarching
strategy of the password-authenticated key agreement protocol (PAKE), which

7



we will introduce. Following the explanation of the (2,3)-threshold PATS, we
extend this framework to encompass n parties, introducing the (¢, n)-threshold
PATS. Two variations of this scheme are presented: one implemented in finite
fields and the other utilizing elliptic curves. Subsequently, we outline the

centralized approach, necessitating the presence of a TTP.

e Chapter [ introduces the Equal Partition Problem on Groups (EPPG). Subse-
quently, we outline a three-pass Zero-Knowledge Proof (ZKP) based on EPPG.
The algebraic setup phase clarifies the theoretical aspects comprehensively.
Following this, we apply the protocol to elliptic curves, discussing its practi-
cal implementation. To minimize soundness errors, we then introduce a sec-
ond protocol—a two-challenge ZKP based on EPPG. A thorough examination,

along with a step-by-step explanation, is provided for each protocol.

e Chapter [5] presents an adversary model that describes the capabilities of
potential attackers, outlining the typical security requirements for Password-
Authenticated Key Exchange (PAKE) protocols, and demonstrating how
PATS aligns with these security requirements. The subsequent section of the
chapter is dedicated to inspecting the proposed zero-knowledge protocols. A
zero-knowledge proof (ZKP) protocol is expected to fulfill three key properties:
completeness, soundness, and zero-knowledge. While establishing complete-
ness is relatively straightforward in our context, demonstrating soundness
necessitates the definition of extractors. To establish zero-knowledge(ness), we

leverage the utilization of simulators

e Chapter [6] presents the concluding remarks and the future work of the thesis.



CHAPTER 2

RELATED WORK

In this chapter, we present the related work of password-authenticated group key ex-
change protocols and zero-knowledge proofs. Password-authenticated key exchange
protocols have different applications, such as group key exchange (PGKE), thresh-
old secret sharing, and group key agreement (GKA). The main idea behind these
approaches is to include each party in the key exchange. Threshold secret sharing
enables situations in which some missing parties can be tolerated. After presenting
password-authenticated group key exchange protocols, we present zero-knowledge

protocols and compare several state-of-the-art protocols.

2.1 Password-Authenticated Key Exchange

In this section, we first review the password-authenticated group key exchange pro-
tocols and then present threshold secret-sharing approaches by comparing the related
work to PATS [10]. In the second part of the chapter, we present different applications

of zero-knowledge protocols.

2.1.1 Password-Authenticated Group Key Exchange (PGKE) Protocols

A group key can be generated by employing PAKE protocols [4} 15,8, [11} 12} 13} [14].
Two parties can use an Authenticated Key Exchange (AKE) protocol to communicate
securely. If the number of parties in a communication increases, a Group AKE proto-
col can be established. Instead of any Public Key Infrastructure (PKI), a Group AKE
protocol can be based on password authentication, called Group PAKE (or PGKE).
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PGKE protocols enable parties to use low-entropy passwords to resist attacks coming
from insiders. In the literature, PAKE protocols have essential contributions. How-

ever, PGKE has not received the same attention.

Asokan and Ginzboorg [[15]] proposed a PGKE protocol for ad hoc networks but did
not provide formal security proof of the protocol. Bresson et al. [16] offered a prov-
able security framework using Diffie-Hellman key exchange to assess the security of
PGKE protocols. Yao et al. [4] proposed a PGKE protocol in which each party shares
a different password with a trusted server. Using a similar approach to Bresson et al.
[16]], they provided formal proof of the protocol’s security. Similarly, Liu et al. [5]
proposed a password-based authenticated key exchange protocol for groups, called
nPAKE, in which each party shares a password with a trusted server and a temporary
encryption key with the adjacent parties with the help of the server. The protocol’s se-
curity is based on the chosen based computational Diffie-Hellman (CCDH) assump-
tion problem. It is also demonstrated that the protocol is secure against dictionary
attacks and man-in-the-middle attacks. In 2015, Hao et al. [8] presented a "fairy-
ring dance" construction that transforms any PAKE protocol into a PGKE protocol.
The paper provides two protocols, SPEKE+ and J-PAKE+, requiring 2 and 3 rounds
respectively. They showed that both protocols are secure against offline dictionary
attacks while providing forward secrecy and known-session security. In 2018, Wei
et al. [14] proposed a compiler that can convert any Group KE protocol into a se-
cure PGKE protocol with two extra rounds of communication overhead. The paper

included the security proof of the compiler in the standard model.

2.1.2 Threshold Secret Sharing

Threshold secret sharing was invented separately by Blakley [17]] and Shamir [18]]. In
(t,n)-threshold secret sharing, there are n parties that each hold a part of the secret,
called shares, and ¢ of the parties’ part will reconstruct the secret. It is called threshold

since less than ¢ parties will not gain any information about the secret.

There are several well-known secret-sharing schemes applying different approaches,
such as Shamir’s Secret Sharing [18], Blakley’s Secret Sharing [17]], and Mignotte’s

and Asmuth-Bloom’s Schemes [19]. Shamir’s secret sharing is based on Lagrange in-
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terpolation over finite fields, using the fact that to uniquely determine a polynomial of
degree less than or equal to ¢ — 1, ¢ points are enough. This scheme is perfect since no
information is leaked by the shares. Additionally, it is ideal since the length of each
share is equal to the resulting secret. Blakley’s secret sharing is based on hyperplane
geometry. The dealer distributes a ¢t-dimensional hyperplane equation over a field to
each party. The intersection of these hyperplanes reveals the secret. Asmuth-Bloom
secret sharing is based on the Chinese Remainder Theorem (CRT). Krawczyk’s se-
cret sharing is based on the existence of a one-way function. Having equal-length
shares in a secret-sharing scheme provides information-theoretic security. Instead of
information-theoretic security, this work depends on computational security against

resource-bounded adversaries.

A secret sharing scheme can be verifiable or publicly verifiable. In a verifiable secret
sharing scheme (VSS), parties and the dealer verify the consistency of their shares
in a two-phase protocol. The notion of verifiability was first introduced by Chor et
al. [20]. In the sharing phase, the dealer distributes the secret to n parties such that
fewer than ¢ parties cannot deduce any information, similar to traditional threshold
secret sharing. In the reconstruction phase, each party provides their information to

reconstruct the secret.

There are several well-known verifiable secret-sharing schemes, such as Chor-
Goldwasser-Micali-Awerbuch’s scheme [20], Feldman’s scheme [21]], and Benaloh’s
scheme [22]]. Chor et al. [20] introduce two key cryptographic primitives: verifiable
secret sharing (VSS) and a method to achieve simultaneity in broadcast networks
despite faults. Feldman [21] presents an efficient, non-interactive protocol for
verifiable secret sharing (VSS), which allows a secret to be securely shared among a
group of processors such that a quorum is required to reconstruct the secret. Benaloh
[22] discusses secret sharing homomorphisms, a property of secret sharing schemes
that allows multiple secrets to be combined through direct computation on their

shares without revealing the underlying secrets themselves.

Threshold secret sharing is also used in password-based single-sign-on authentication
schemes. Zhang et al. [23] proposed a secure and efficient single-sign-on authenti-

cation scheme for mobile users. Their protocol provides stronger security compared
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to existing schemes under the defined adversary model. Jiang et al. [24] proposed
a password-based single-sign-on authentication protocol based on lattices. Utilizing
lattices, their proposed protocol is quantum-resistant and resistant to offline password-

guessing attacks.

There are threshold secret-sharing protocols that take advantage of authentication
servers. In this case, when ¢ out of the n authentication servers communicate, the
authentication is successful. Abdalla et al. [[6] proposed a Threshold Password-based
Authenticated Key Exchange (GTPAKE) protocol in which authentication servers act
as two different parties: a gateway, which handles communication with the clients,
and a back-end server, which verifies the client’s identity. Camenisch et al. [7]] pro-
posed a protocol where the verification process is distributed across multiple servers,
ensuring the password remains secure as long as the number of breached servers is
less than the threshold. This type of threshold password-authenticated secret sharing,
called TPASS, was previously proposed by Bagherzandi et al. [25] and Camenisch et
al. [26]. However, these proposals are vulnerable to phishing attacks in which users

interact with malicious servers.

2.1.3 Group Key Agreement (GKA) Protocols

In group communications, group key agreement (GKA) protocols are widely used
to provide secure communication. There are two types of group key agreement pro-
tocols, namely centralized group key agreement (CGKA) and distributed group key
agreement (DGKA). In their paper, Zhang et al. [27] proposed a threshold authenti-
cated group key protocol based on Shamir’s secret sharing for Unmanned Aerial Ve-
hicle (UAV) Ad Hoc Network (UANET). Since the environment for UAVs requires
dynamic interaction and wireless communication would cause temporary disconnec-
tion from a group, having a stable group key agreement is important to address these
problems. Their solution considers the disconnection of group members, as well as a
group key recovery protocol in case a disconnected tries to reconnect and obtain the

latest group key.
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2.2 Zero-Knowledge Protocols

zk-SNARK (Zero-Knowledge Succinct Non-Interactive ARgument of Knowledge)
[28]] is a non-interactive ZKP protocol initially proposed by Bitansky et al. in 2014.
They showed that if there are extractable collision-resistant hash functions (ECRHs)
and an appropriate private information retrieval scheme, then there exist SNARKSs for
NP. Additionally, in this work, they propose candidates for ECRH constructions. One
of these is based on the hardness of the discrete logarithm problem, while the other
two are based on hard problems on lattices, namely, knapsack problems. In 2016,
Groth [29] constructed an efficient zk-SNARK for Quadratic Arithmetic Programs
using bilinear groups. Zcash uses Groth’s construction [30]. A downside of zk-
SNARKS is that they use non-public randomness in their setup phase, meaning they
require a trusted setup. Additionally, zk-SNARKSs are not quantum-safe [31]. A
remedy to these problems is zk-STARK.

zk-STARK (Scalable Transparent Zero-Knowledge ARgument of Knowledge) [32]
was introduced by Ben-Sasson et al. in 2018. It is an Interactive Oracle Proofs
(IOP) system. zk-STARK is more transparent, as it requires no trusted setup. zk-
STARKSs rely on collision-resistant hash functions. The zk-STARK-friendly hash
function [133} 34] is the focus of extensive research. By relying on hash functions, zk-
STARKS are quantum resistant. A major disadvantage of zk-STARKSs is their proof
size compared to zk-SNARKSs. Recent works have attempted to reduce the proof

length.

As presented in Table zk-SNARK’s algorithmic complexity for the prover is
O(Clog(C)) and for the verifier is O(1), which are lower compared to zk-STARK’s
complexity of O(Cpolylog(C')) and O(polylog(C)), respectively. The proof size of
zk-SNARKSs is O(1), whereas it is O(polylog(C')) for zk-STARKS.

Aurora [35] is a zk-SNARK proposed by Ben-Sasson et al. in 2019. They developed
the protocol for Rank-1 Constraint Satisfaction (R1CS), which is an NP-complete
language. Aurora employs a public (transparent) setup phase. It is lightweight and
quantum-safe. For the same number of constraints defined in R1CS, they reduced the

proof size to 20 times shorter than previous zk-SNARK proposals. Aurora uses an
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IOP for solving the univariate version of the sum check problem [36].

Hyrax [37] is another zk-SNARK variant proposed by Wahby et al. in 2017. They
convert an interactive proof of arithmetic circuit (AC) satisfiability into a ZKP
scheme. Hyrax’s proofs are sublinear in circuit size (succinct), do not require a

trusted setup phase, and are secure under the discrete log assumption.

Ligero [38]] is a zero-knowledge argument based on a chosen collision-resistant hash
function. By making it non-interactive in the random oracle model, efficient zk-

SNARKS can be obtained that do not require a trusted setup or public-key encryption.

Bulletproofs [39] is a short zero-knowledge proof depending on the hardness of the
discrete logarithm problem and has no trusted setup. It uses Pedersen vector com-
mitment and achieves a very short proof size using a groundbreaking inner product
algorithm. It can be made non-interactive using the Fiat-Shamir heuristic. One disad-
vantage of Bulletproofs is that it takes more time to verify a Bulletproof than to verify

a SNARK proof.

Libra [40] is a zero-knowledge proof scheme that offers both optimal prover time
with a succinct proof size and O(d log C') verification time. Unlike other proposals,
Libra employs a one-time setup phase that does not need to be repeated per statement.

It relies on the GKR protocol [41].

2.2.1 Performance Metrics

The efficiency of ZKP implementations can be compared based on the following per-
formance metrics [42]]. Here, we list the most commonly used metrics and present in

Table [2.1]a comparison of the state-of-the-art ZKP schemes based on these metrics.

1. Proof size (succinctness): the size of the proof in comparison to the circuit size

(C') representing the statement.

(a) Fully succinct: O(1)
(b) Polylog succinct: O(log® C)

(¢) Square root succinct: O(v/C)
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(d) Depth-succinct: O(dlog C') assuming that the depth of the verification

circuit is d.

(e) Non-succinct: the proof is not sublinear in C.
2. The time complexity for the trusted setup (if it exists)

3. The time complexity of the tasks executed by the prover P: the efficiency of

the proof generation

4. The time complexity of the tasks executed by the verifier V: the efficiency of

the proof verification

In addition to these metrics, round complexity, parallelizability, batching, memory
consumption, number of operations in the algorithms, memory consumption, disk,
and storage requirements can be considered additional performance metrics for com-

paring various ZKP proposals [42]].
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circuit with depth d, and n is the size of its input.

Table 2.1: Comparison of the state-of-the-art ZKP schemes based on various performance metrics where C' is the number of gates in the

Type |ZKP Ref. | Library|Lang. |Year|Trusted Setup|Trans-parent|Quantum-safe|Proof size Prover complexity | Verifier complexity
Bulletproof| [39] | © Rust |2017|None v X O(log C) o) o)
Libra [40]|® C++ |2019|One-time v v O(dlogC) o) O(dlog C)
SNARK |General  |[43] |8 C++ |2016|Per statement |X X o) O(ClogC) o(1)
Hyrax 371 ¢ Python|2017 |None v X O(y/n+dlogC)|O(ClogC) O(y/n+dlogC)
Ligero 38]|* C++ [2017|None v v 0(/0) O(ClogC) o(0)
Aurora [351|° C++ |2018|None v v O(log® 0) O(ClogC) 0(0)
STARK |General  |[44] |¢ C++ |2018|None v v O(log? 0) O(Clog? C) O(log? 0)

 https://github.com/sunblaze-ucb/Libra

b https://github.com/scipr-lab/libiop
¢ https://github.com/elibensasson/libSTARK
4 https://github.com/hyraxZK

¢ https://github.com/dalek-cryptography/bulletproofs

I https://github.com/scipr-lab/libiop

£ https://github.com/scipr-lab/libsnark




2.2.2 Code-Based Cryptographic Identification Schemes

Stern [45] introduced an innovative identification scheme using the syndrome de-
coding (SD) problem for error-correcting codes, highlighting practicality and secu-
rity through zero-knowledge proofs. This scheme simplifies traditional protocols by
leveraging a fixed (n-k)-matrix H over a binary field, providing efficient error correc-

tion and involving an interactive zero-knowledge protocol for secure identification.

Building on Stern’s work, Véron [46] enhanced the efficiency and practicality of the
original scheme. By using a generator matrix of a random linear binary code, Véron’s
scheme improves transmission rate and reduces computational complexity, making it

suitable for low-power devices like smart cards.

Gaborit and Girault [47] revisited Stern’s protocol, drastically reducing the size of
public keys while maintaining high security by using double-circulant matrices. This
approach made the scheme practical for lightweight cryptographic applications by

reducing public key sizes to as low as 347 bits.

Cayrel et al. [48] further improved Stern’s scheme by employing g-ary codes, which
reduce communication complexity and public key size. They introduced a 5-pass
identification protocol, cutting down the public key size from Stern’s 15 Kbytes to 4

Kbytes and ensuring zero-knowledge properties against quantum attacks.

Aguilar et al. [49] introduced an enhanced version of Stern’s protocol, reducing com-
munication costs by 40% while maintaining strong security. This scheme achieves
a lower cheating probability by using cyclic shifts of the public key syndrome and

optimizing hashed commitments, resulting in smaller key sizes.

Dau, Tran, and Kim [S0] proposed a code-based signature scheme leveraging Lyuba-
shevsky’s lattice-based framework. The scheme ensures the Hamming weight of each
row of the private key matrix is below the Gilbert-Varshamov bound, enhancing se-

curity and maintaining robustness against attacks.

Marco Baldi et al. [S1] introduce the Restricted Syndrome Decoding Problem (R-
SDP), limiting vector entries to a subset of the finite field. They prove R-SDP’s

NP-completeness and describe solving algorithms, adapting Zero-Knowledge Iden-
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tification (ZK-ID) schemes to rely on R-SDP, resulting in compact public keys and

reduced communication costs.

Kales and Zaverucha [52]] present a generic forgery attack on signature schemes
derived from five-round identification schemes using the Fiat-Shamir transform.
Their attack exploits parallel repetition, demonstrating vulnerabilities in MQDSS

post-quantum signature scheme, breaking it with approximately 2% operations.

Bettaieb et al. [S3] address flaws in the zero-knowledge proofs of Véron and AGS
identification protocols based on the General Syndrome Decoding (GSD) problem.
They propose a masking technique that rectifies these issues without performance
penalties, leading to the development of the Masked Véron and Masked AGS proto-

cols with several performance improvements.

Baldi et al. [54] propose a novel identification and signature scheme leveraging
the Restricted Syndrome Decoding Problem (R-SDP). The scheme modifies existing
zero-knowledge protocols to use R-SDP, resulting in reduced communication costs
and smaller public key sizes, making the protocols more efficient and secure against

attacks.

Blocki and Blum [55]] proposed a Stern-type zero-knowledge scheme utilizing the
equal partition problem, and subsequently extended their protocol to address the sub-
set sum problem. Building on their work, we explored the equal partition problem
through the lens of group theory and introduced a novel zero-knowledge protocol

grounded in this perspective.
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CHAPTER 3

PATS: PASSWORD-AUTHENTICATED (2,3)-THRESHOLD KEY
EXCHANGE

In this chapter, we present the details of the zero-knowledge (2,3)-threshold
password-authenticated key exchange (PATS) schemes, where shares are constructed
mutually over public channels. PATS employs the general approach of password-
authenticated key agreement protocols (PAKE), which we will briefly introduce
in the sequel. After discussing the (2,3)-threshold PATS, we will generalize this
approach to n parties and present the (¢, n)-threshold PATS. We will also define the
distributed approach called distributed (2,3)-PATS, which operates without a trusted
third party (TTP) and where each party generates shares of a group key. We present
two variants of this scheme: the first is implemented in finite fields, and the second
uses elliptic curves. Finally, we introduce the centralized approach that requires a

TTP.

3.1 PATS Inspired by PAKE

A password-authenticated key exchange (PAKE) protocol provides two or more par-
ties a secure authenticated communication over an insecure channel and establishes a
high-entropy cryptographic key using a shared low-entropy secret such as a humanly-
memorable password. While many password-based protocols risk offline attacks [56],
the authenticated key exchange protocols prevent such vulnerabilities. Among many
other PAKE protocols, treating PAKE as a secure two-party computation problem,

J-PAKE stands out from the rest.

Password Authenticated Key Exchange by Juggling (J-PAKE) depends on zero-
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knowledge proofs [57] [38] [59]. J-PAKE, standardized in ISO/IEC 11770-4 and
RFC 8236 [60, 61], is a balanced PAKE protocol, and it does not require any PKI
deployments, or Hash-to-Group function or a trusted setup. Such independence
makes J-PAKE’s implementation simple. The protocol is used over finite fields and

elliptic curves. We give a brief overview of J-PAKE over a finite field.

J-PAKE relies on the hardness assumption of the Decision Diffie-Hellman (DDH)
problem. Two parties, Alice and Bob, share a password s and agree on an element
g of Z;, of prime order ¢. Both parties randomly choose their private key pairs, with
the first component in the range [0, ¢ — 1] and the second component in the range
[1,q — 1]. Suppose Alice chooses (x1, z2) and Bob chooses (x3,z4). They compute
and interchange all g** values over an unsecured network, along with zero-knowledge
proofs of the exponents. In the second round, Alice computes A = g(*1+#3+e4)25 gpd
Bob computes B = g(#1+#2+#3)74s They send these values to each other with a ZKP
of their secret exponents z5s and x,s. Now both can compute the keying material
K = (A/g*2m15)ms = glmitas)mazas — (B /gr2vas)22 Finally, the session key is derived
by a hash (or key generation) function k = H(K).

PATS is inspired by PAKE and relies on the hardness assumption of the DDH prob-
lem. It uses the juggling method of J-PAKE to construct shares and provides mutual

authentication among three parties via a shared password.

3.2 Design Challenges

To develop PATS, security, and efficiency are the two important motivations that we

focused on:

e Security: Using a PAKE protocol in the protocol’s core allows us a way to
establish a high-entropy cryptographic key from a low-entropy secret. While
password-based protocols are prone to offline attacks, the authenticated key
exchange protocols overcome this vulnerability. The protocol also takes ad-
vantage of zero-knowledge proofs compared to well-known threshold key ex-

change schemes.
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e Efficiency: One variant of PATS relies on elliptic curves. Computation over el-
liptic curves uses smaller coefficients while providing similar security strength

compared to finite field calculations.

According to Zipf’s law [62] [63], the space of user-chosen passwords is constrained
compared to the space of all possible passwords. It is stated that the advantage for
guessing will be over 0.5 in some cases. In PATS, the final secret key has different
components. For the TTP-verified version, the b; values are provided by the TTP, and
a; values are generated by the parties. For the distributed version, the a; and b; values
are generated by the parties. However, for any party F;, accessing the values a; and
b; for j # i is equal to having a solution to the DDH problem. The secret key K also
requires the value of s that is shared between parties. Therefore, Zipf’s law does not

have an impact on the value of K.

3.3 Distributed (2,3)-PATS

In some scenarios, such as the one mentioned earlier involving Alice and her friends’
time capsule, the parties do not require any centralized entity (e.g., a TTP). Instead,
they may run a distributed protocol for sharing the group key. Both ephemeral key
integers, a; and b;, are selected by the party F;, and there is no TTP verification.
Whenever a group key is necessary, any two of the three parties can use their shares
to construct the group key. This section presents two variants that use either finite

fields or elliptic curves.

3.3.1 Distributed (2,3)-PATS in Finite Fields

Assume there are three parties, P, P», and P3;, who share a common low-entropy
password s in the range [1, ¢— 1]. The parties will establish a common (2,3)-threshold
group key. Any two out of three parties can construct the group key collaboratively.
Let p and ¢ be large primes such that ¢ is a divisor of p — 1. Let g be an element of
Z.,, of order ¢. The communicating parties, P, P, and P3 agree on the (p,q, g) value

string, which can be hard-wired in software. Distributed (2,3)-PATS involves three
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rounds, as shown in Figure [3.1]

Round 1
g™, g"
g*
g%, g°
]l ) /7_)
. Round 2
3
hl
h1
hs
]\72 1\72
7 Round 3
3
K,
K,
K3

Figure 3.1: Distributed (2,3)-PATS in finite fields.

e Round 1: Each party P, fori = 1, 2, 3 selects ephemeral private key integers a;
uniformly at random from [0, ¢ — 1] and b; uniformly at random from [1, ¢ — 1].
Each party then broadcasts g% mod p and ¢g* mod p together with the zero-
knowledge proofs of the exponents a; and b;. For example, Schnorr’s non-
interactive zero-knowledge (NIZK) proof, as used in J-PAKE, can be employed
here [64].
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When the round finishes, each party checks that the received ZKPs are valid.
Additionally, each party P; checks that g% # 1 mod p for j # i. If any of

these checks fail, this session should be canceled.

e Round 2: Each party P; computes and broadcasts h; = (g2i=1 %+ Xz bi)bis
together with the zero knowledge proofs of the exponent b;s. Again at the end
of the round, each party checks that the received ZKP is valid. Also, party P;

should ensure that the elements /; and h; are non-identity.

e Round 3: Each party P, computes its secret shadow K; where K; =
(Kij, Ki) = ((hj(g%®%®)~1)% (h(g?%*)~1)%). Notice that the indices

commute K;; = Kj;.

Whenever the necessity of a group key emerges, any two among three parties use
their shares and construct the group key K = K;; K;y K = K; K Ky = Kij Ky Ky
Figure [3.1] shows the flow of the protocol. Note that, instead of directly using X, it

can be used as input to a key generation function.

We have shown that the constructed group key K = K;; K K;; = KKKy =
K;; K K;. To show the correctness of the equalities, we need to prove that K;; = Kj;

fori # j.

Claim 3.3.1 For: 7£ j, Kl] = K]z

Proof 3.3.1
Ky = (hy(gh®)~h)" 3.1)
_ (<922:1 ar+Y gz bkx)bj5<gbjbis)—1)bi (3.2)
22:1 akbjs+zk:7£i bkbjs
= (g kA0 (3.3)
S akb¢s+2k¢i bb;is
= (g k) (3.4)
= ((gZh=r wt B brybis (ghibis) ~1yby (3.5)
= (hi(gbts)~1)bi (3.6)
= N (3.7)
[ |
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In practice, the final step will be combining the shares from at least two parties and
generating the group key without revealing each share independently to other parties.
Let us consider the time capsule example again. The time capsule is a trusted com-
biner that does not copy the shared values given as input. Each party uses its shares
(in this case, the physical key components that are used to construct the key of the
padlock) to open the padlock on the time capsule. To open the time capsule, at least
two parties must come together. Neither the combiner nor the remaining parties have

any idea about the value of each share of other parties.

3.3.2 Distributed (2,3)-PATS using Elliptic Curves

Initially, all parties agree on the domain parameters. Namely, they agree on the se-
quence (p,a,b,G,q,h) where p and ¢ are large primes, the elliptic curve F is the
curve satisfying the equation y> = z* + ax + b defined over the prime field F), the
base point GG has order ¢, and h is the co-factor, a small integer. One may wish to
use recommended elliptic curves by NIST for key establishment schemes in SP 800-
56A [65]. As in the finite field case, we assume there are three parties P, P, and Pj
share a common low-entropy password s in the range [1, ¢ — 1], and they execute the

following three rounds:

e Round 1: Each party P, selects an ephemeral private key integers a; uniformly
random from [0, ¢ — 1], b; uniformly random from [1, ¢ — 1] and then broadcasts
a;G and b;G, together with the zero-knowledge proofs of the multiples a;, b;.
At the end of the round, each party P; should check that the received ZKPs are
valid and b;G a non-identity element for j # 7. If any of these checks fail, this

session should be canceled.

3
j=1

e Round 2: Each party P, computes and broadcasts H; = sb;(>.;_,a; +
> i b;)G together with the zero-knowledge proofs of the multiple sb;. At
the end of the round, each party checks that the received ZKPs are valid and
that the elements H; and H), are non-identity. If any of these checks fail, the

session will be canceled.
e Round 3: Each party P; computes their secret shares K; = (Kij, K;;) where
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Ki = (Kij7 Kzt) = (bz(Hj - bjbiSG), bz(Ht - btszG)) Notice that the indices

commute K;; = Kj;.

3.4 TTP-verified (2,3)-PATS

In some scenarios, such as the banking use-case mentioned above, the secret will
eventually be employed by a centralized entity (e.g., a TTP), for example, for en-
crypting a database or authenticating a transaction. In such scenarios, the TTP has
to use the group key for conducting the operation where the TTP-verified (2,3)-PATS
can be employed. The protocol runs as in the previous case. However, the only differ-
ence is that ephemeral key integer b;s are selected by the TTP and sent to the parties

over a secure channel. Figure [3.2]shows the flow of the protocol.

Note that in the TTP-verified (2,3)-PATS, not only is the TTP involved in the process
and has a say in the constructed shares but also all the parties involved in the process
as well. The TTP verification has two steps. First, it calculates the shares: TTP
has the values s, b1, bo, and b3. Therefore, by gathering hq, ho, and h3 values from
the public channel, it can recover all shares by imitating the operations done by the
parties. Secondly, it checks whether these values match the shares sent by the parties.

Here the equality comes from the fact that the indices of the shared shares commute.

Notice that any two parties among three can recover K. Using K as input, the parties

may apply a Key Derivation Function (KDF) to derive a common session key k.

In this section, we have presented two variants of the PATS protocol, employing finite
fields, and elliptic curves, respectively. In the next section, we will generalize the

scheme to a (¢, n)-threshold scheme.

3.5 (t,n)-PATS

In this section, we generalize the (2,3)-PATS to (¢,n)-threshold scheme. Considering
the efficiency requirement, in cases where ¢ is less than n — 1, the path followed in

PATS will be cumbersome. We picture the scheme for distributed variants over finite
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Figure 3.2: TTP-verified (2,3)-PATS in finite fields.

fields. The generalized version can be phrased straightforwardly on elliptic curves,
mutatis mutandis as above, for centralized (t,n)-PATS over finite fields and elliptic
curves. Assume there are n parties who share a common low-entropy password s in
the range [1,¢ — 1], and will establish a common (¢, n)-threshold group key. That
is any ¢ among n will have the group key. Here s can be a low-entropy group key
or a session nonce. A trusted third party (dealer) and the communicating parties,

Py, ..., P, agree on (p, q, g) value string, which can be hard-wired in the software.

The secret key
K = Ki12K13K>3

Fort = n — 1, (t,n)-PATS procedure is:
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e Round 1: Each party P; selects ephemeral private key integers a; and b; uni-
formly at random from [0, ¢ — 1] and [1, ¢ — 1] respectively. Then broadcasts
g% mod pand g® mod p together with the zero-knowledge proofs of the ex-

ponents a;, ;.

When the round finishes, each party checks that the received ZKPs are valid.
Also, each party P; checks that ¢% # 1 mod p for j # 4. If any of these

checks fail, this session should be canceled.

e Round 2: Each party P, computes and broadcasts h; = (g2=i=1 %25 b )bis

together with the zero-knowledge proofs of the exponent b;s.

Again at the end of the round, each party P; checks that the received ZKPs and

the received elements h; for j # ¢ are non-identity.

e Round 3: Each party P, computes their secret shares sequence K; = (K;),

where K;; = (h;(gb%*)~1)bi,

After the first 3 rounds end, (n—1, n)-PATS is completed. When ¢ = n—r, taking (n—
1,n)-PATS as the initial step, (¢, n)-PATS will be calculated iteratively. Each iteration
step consists of two rounds. Suppose in the (k — 1) iteration step each participant
P, computed its key shares K; = {Kj;, j,_,} where j;’s are distinct entries from
I={1,...,n}\{i}. At k" iteration step, in Round 1, each P calculates the exponent
set { (¢g%1%r-1)%} where indices j, ranges over I and distinct. After the first round of

g )% };,1 will be broadcasted with the keyshare

the k" iteration step, the set {( gbh "
sequence K. In the second round of the k" iteration step, P; computes the new key

share sequence K; = {Kj, . }j.er Where Ky, . = [Kj,. . x [(gPn--Pix)bis]~1]bi,

In this section, we showed how the (¢, n)-threshold generalization of PATS works. In
Chapter[5] we will first give the adversary model and define security requirements that
PATS shall satisfy. The chapter will end with a detailed analysis of PATS, showing

how the mentioned requirements are fulfilled.
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CHAPTER 4

ZERO-KNOWLEDGE PROOF SCHEMES ON EQUAL PARTITION ON
GROUPS PROBLEM

In this chapter, we first define the Equal Partition Problem on Groups (EPPG). We
present a three-pass ZKP based on the EPPG. In the algebraic setup phase, the the-
oretic approach is explained in detail. Then, we present the practical application of
the protocol on elliptic curves. Finally, to reduce the soundness error, we present the
second protocol, two-challenge ZKP based on EPPG. We provide the details and a

step-by-step explanation of each protocol.

4.1 Equal Partition Problem on Groups (EPPG)

In this section, we will define what the Equal Partition Problem is and the time com-

plexity of the solutions for this problem.

Definition 4.1.1 (The Equal Partition Problem) The Equal Partition Problem is to
decide whether there exists a partition of the input set into two, such that the two
proper subsets have the same cardinality and sum up to the same value. The problem

is an NP-complete problem [166)].

The partitioning problem (not necessarily equal) on the set of numbers is well-studied.
For a set of cardinality n, in the worst case, the time complexity of a naive search is
O(2™). There are heuristic algorithms that can be used to approximate a solution, but
they do not guarantee an exact partition and may not always find the optimal solu-
tion. Greedy Heuristic Algorithm and (better than that) Karmarkar-Karp Heuristic

(Set Differencing) [67] both sort the numbers in the set in descending order and then
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develop their strategy. These algorithms have time complexity O(nlogn) but they
may fail to find the optimal solution. These two algorithms are extended to complete
forms that build a binary tree after sorting the numbers. The complete forms of the al-
gorithms solve the general number partitioning problem optimally but they have still
time complexity O(2") in the worst case. Also, dynamic programming approaches
are solving the problem in pseudo-polynomial time. But for large instances of the

Partition Problem, it is infeasible to use this method.

We define the equal partition search problem on a commutative group (EPPG) as

follows.

Definition 4.1.2 (Equal Partition Problem on Groups (EPPG)) Given a subset
S =Ag1,--.,9n} of a commutative group G and given an element x € G such that

2? = [l,cs 9 Find a subset T of S satisfying |T| = |S\ T| = § and

r=[Jo=]] ¢ (4.1)

geT geS\T

One should note that EPPG has harder instances than EPP on numbers. As mentioned
above, most significant algorithms solving EPP rely on sorting numbers. This does
not apply to every commutative group; such as elliptic curve groups. In this article,
we proposed two zero-knowledge protocols based on EPPG. Then specifically, we
present the first protocol on elliptic curves and implement it. Sorting a given subset
S from a group of cryptographically secure elliptic curves is an issue that needs to be
discussed. We have an additive cyclic group, say with generator point P. Then the
elements in S are of the form £ P for some integer k. These integer multiples can be
sorted. If one can solve EPP for the power set Mt = {k | kP € S}, then he or she

can manage to solve the given EPPG on an elliptic curve.

However, a noticeable difficulty that the attacker must solve here is to obtain the set
MIt according to the element order of S. This requires solving |S|-many elliptic

curve discrete logarithm problems.
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4.2 Three-pass ZKP Based on Equal Partition Problem (EPPZKP)

We employ EPPG to design statistical zero-knowledge argument of knowledge
schemes that we refer to as Three-pass ZKP Based on Equal Partition Problem
(EPPZKP) and Two Challenge ZKP Based on Equal Partition Problem (2EPPZKP).
We present EPPZKP in this section and 2EPPZKP in the subsequent section.

We present a statistical zero-knowledge argument of knowledge scheme on equal
partition problem over an abstract commutative group. Our protocol is a Stern-like 3-
pass protocol with soundness error 2/3. As a particular example, we demonstrate this
scheme over a cyclic group on an elliptic curve. Secondly, in 2EPPZKP, we reduce
the challenge cases to {0, 1} inspired by the 5-pass identification scheme presented

by Sakumoto et al. [9] and reduce the soundness error from 2/3 to % + Tl—r

4.2.1 Setup Phase

A commutative group G with a subset S = {1, . .., g, } of G on which equal partition
problem hard is constructed. That is to say for a given element x € G it is hard to find
a subset ' of S satistying |T'| = [S\T| = § and z = [[ c7 g = [ cq\r 9- The set
S and the element x are publicly known. A prover (Alice) knowing 7" will convince
a verifier (Bob) that she knows a required partition without revealing any information

about the partition.

We allocate multiplicative group notation and admit that S is given in an order. It may
also be given in formulation. In this case, the prover will fix an order for the elements
of S. Through communication with the verifier (Bob), she sends the elements in an

order.

Step 1: For the ordered set S = {¢1, ..., g, }, Alice’s knowledge is a bit-vector t such
that ¢; = 1 only if g; € T Alice executes the following steps; she
(i) chooses n secret random elements a; € G,
(ii) chooses a random permutation o € Sym(n),
(iii)) computes elements b; = a;g; for all 1,
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(iv) constructs the permuted length-n tuples S* = (ga,,---,0a,), A% =

(Gayy -5 ay )s DY = (bayy -+, by ), tr i =% = (tay, -+ tan,)s

(v) evaluates the products A =[], atc{'j and B =[], bg

(vii) creates commitments to group elements A, B and to the tuples. C; =
Comm(A, B), Co = Comm(S®), C3 = Comm(a®), Cy = Comm/(b®),
C5; = Comm(t,)

(vi) sends (1, ..., C5 to Bob.

Step 2: Bob chooses a uniform random challenge b € {0, 1,2} and sends it to Alice.

Step 3: Depending on the value of the challange, Alice executes the following:

e If b = 0, then Alice reveals the tuples S®, a* and b”.
e If b = 1, she reveals the elements A, B and the tuples a®, t,.

e If b = 2, she reveals A, B and the tuples b®, t,.

Step 4: This is the verification step. If Alice fails in any of her claims, Bob rejects her

knowledge and terminates the protocol.

e For b = 0, Bob checks whether S and S has the same elements and b,, =

Ao, o, Tor all i and the correctness of the commitments Cy = Comm/(S®),

C3 = Comm(a®), Cy = Comm(b?).

e For b = 1, he checks whether B = Az, A = [[", aai, S." t,, = 2 and the

correctness of the commitments

Cy = Comm(A, B), C3 = Comm(a®), C5 = Comm(t,)

e For the last case b = 2, he checks the equalities B = Az and B = [], bt
> it, = % and the given commitments C; = Comm(A,B), Cy =
Comm(b®), C5 = Comm(t,)
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Knows ¢
Chooses n secret a; € G and o € Sym(n)
Computes b; = aifli fori <i<n

Evaluates A = [}, a;* and B = [[}L, bil Alice
Cy = Comm(A, B) Prover (P)
'y = Comm(ga,; )

C3 = Comm(aqw,)

Cy = Comm(bg; )

Cs5 = Comm(ta,;)
COM = (C1,C5,C3,C4,Cs)

b & 10,1,2)
b
P
_)Chccks;
Ifb=0, M = {ga,,0a;, ba; } Hb=10, S = {ga@)s- > Gain) }»
IMb=1, M ={A, B, aa,,ta; } 2 ’
Ifb=2 M={A, B, ba;,ta,} ba; = @ ga; for 1 <7 <m,

Csz 2 Comm(ga,; ),
Bl 2 Comm(agn, ),
C'y = Comm(be,;)
b=1,BL Ar, AL, a5, T1 ta £ 2

o) L Comm(A, B),
Cy £ Comm(ag, ),
Cs i Comm(t,,; )

b=2B% Az, BZ [, boy'o®, 0 by = 2
1 £ Comm(A, B),
Cy £ Comm(bq; ).
Cs £ Comm(ta, )

Figure 4.1: EPPZKP: Three-pass ZKP Based on Equal Partition Problem on Groups.

We demonstrate the above scheme on a cyclic group over an elliptic curve which is
an attractive choice due to its high-security achievement with smaller cost and easy
implementation. As a commitment scheme, we allocate a secure cryptographic hash

function and denote it by H.

4.2.2 EPPZKP on Elliptic Curves

A cyclic group GG with base point P is chosen on a secure elliptic curve. A subset
S ={P,...,P,} of G on which equal partition is hard is constructed. The ordered
set S and the sum ) = > P, for a solution 7" of the problem is publicly known. A
prover (Alice) knowing ;ievgill convince a verifier (Bob) that she knows a required

partition giving the sum () without revealing any information about the partition.

Step 1: Alice’s knowledge is a bit-vector t such that ¢, = 1 only if P, € T. She
chooses n secret random elements a; € G and chooses a random permutation o €
Sym(n). She computes elements b, = P; + a; for all i and evaluates the points

A= tna,, and B ="  t,.b,, where t, = t*. As commitments she evaluates
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hash values

H1 = H(A, B), H2 = H(Sa), H3 = H(aa), H4 = H(ba), H5 = H(tr)7 where
S = (Payy---, Pa,) @ = (aay,- -1 04,), bB* = (bay, - - -, ba, ) and sends them to
Bob.

Step 2: Bob chooses a uniform random challenge b € {0, 1,2} and sends it to Alice.

Step 3:

e If b = 0, then Alice reveals the sequences S, a“, b®.
e If b = 1, she reveals points A, B and the tuples a“, t,.

e If b = 2, she reveals points A, B and the tuples b®, t,.
Step 4:

e For b = 0, Bob checks whether sent sequence S has the same points with the
set S. Then he checks whether b,, = a,, + P,, for all 7 and checks the validity
of hash values H,, Hs, H,.

e For b = 1, he checks whether B = () + A and whether A = )" | ¢,,a,, and

> i1 tr, = % together with the correctness of the hash values H,, H3, H.

e For the last case b = 2, he checks the equalities B = () + A and B =
> i trba,, >oi gty = 5 and the validity of the corresponding hash values
H17 H4) H5‘

4.3 Two Challenge ZKP Based on Equal Partition Problem 2EPPZKP)

G is a (multiplicative) cyclic group of prime order p. Given S = {g1,...,g,} is an
ordered subset of G’ with a hard to find equal partition. If we denote the partition as
T and S \ T, Alice’s knowledge is a bit-vector t where ¢; = 1 only if g; € T. The

element z = [ [, gf‘ is publicly known.
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Step 1: Alice chooses a random permutation o« € Sym(n) and a ran-
dom length-n string a consisting of elements of (. She evaluates permuted

strings S, =«(S),t, = a(t), the element A = T[], aﬁ” and the commitments

Cy = Comm(a,a), Cy = Comm(t,). She sends (C1, Cy, A).

Step 2: Bob selects a random positive integer d and sends it to Alice. To reduce

unnecessary evaluations, we restrict 1 < d < p.

Step 3: Alice evaluates and sends the string u defined by u; = a;S,,%.
Step 4: Bob chooses a random challenge b € {0, 1} and sends it to Alice.
Step 5: If b = 0, Alice sends «. Otherwise, she sends t,.

Step 6:

e If b = 0, Bob checks whether C; = Comm(a, uS,” ).
e If b = 1, he checks whether the following three equalities hold:
LT, u) = Axt,

2. Z:’L:I tn‘ = %
3. Cy = Comm(t,)
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Knows £, given S = {g1,---,0n}
Chooses a = {a1,...,an} € G™ and o € Symgn)
Evaluates Sr = a(S), tr = a(t), A =[], a;,"

7 = Comm(cy,a)
C2 = C()mm(tr)

Evaluates u where u; — a.iSr'd

(C1,Ca, A)

d&,p— 1)}

b & 10,1}

(;hecks;
If b =0, C; = Comm(c,uS, %)
ro=1TT, ui;"in; Az,
e

Figure 4.2: Two Challenge ZKP Based on Equal Partition Problem (2EPPZKP)
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CHAPTER 5

SECURITY AND PERFORMANCE ANALYSIS

In this chapter, we start with discussing an adversary model stating the capabilities
of an attacker, common security requirements of PAKE protocols, and how PATS
satisfies the security requirements. In the second part of the chapter, we will focus
on the analysis of proposed zero-knowledge protocols. A ZKP protocol must satisfy
three properties, called completeness, soundness, and zero-knowledge(ness). Proving
completeness is straightforward in our case, but to prove soundness we need to define

extractors and to prove zero-knowledge(ness), we take advantage of simulators.

5.1 Security Analysis of PATS

In this section, we present the security analysis of PATS. To understand the require-
ments we first define an adversary model. The details of each security requirement

and how PATS satisfies them are presented with formal proofs.

5.1.1 Adversary Model

To define security requirements and show that PATS satisfies them, it is important
to understand the capabilities of an attacker. An adversary A is assumed to have the

following capabilities:

1. Similar to conventional PAKE protocols, A is assumed to have full control over
the communication channel between parties, eavesdropping, tampering, delet-

ing, and changing messages gathered over the public channel.
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2. A can generate all possible values of s since PATS assumes that low-entropy

password s is in the range [1,q — 1].

3. Ais able to learn the previous session keys a;’s and b;’s.

5.1.2 Security Requirements

PATS shall satisfy the following security requirements:

e Offline dictionary attack resistance: An active/passive attacker has no ad-
vantage in verifying the correctness of password guesses. This means that even
if an attacker captures data and tries to guess the password offline, they cannot
confirm their guesses are correct without access to the system. For example,
even if an attacker obtains hashed passwords, they cannot verify their guesses
without the system’s hashing mechanism, making it computationally infeasible

to crack the passwords.

e Forward secrecy [68]: If the password is disclosed later, the current session
keys will remain secure. This ensures that past communications are protected
even if the password is compromised in the future. For example, each message
session generates a unique encryption key in secure messaging apps. Even if an
attacker learns the password later, they cannot decrypt past messages because

those session keys are unique and unrelated to the compromised password.

o Known-session security: If any session is disclosed, other established ses-
sions will not be affected and will remain secure. This means that the com-
promise of one session’s data does not lead to the compromise of data in other
sessions. For example, if an attacker manages to decrypt the data from one ses-
sion, they cannot use this information to decrypt other sessions because each

session operates independently with its security parameters.

e Online dictionary attack resistance: An active attacker is limited to testing
only one password per execution of the protocol. This makes it impractical
for attackers to guess passwords through repeated attempts, as the protocol re-

stricts the number of guesses that can be made. For instance, a system can
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implement rate limiting or account lockout mechanisms after a certain number
of failed attempts, thereby significantly reducing the chances of a successful

online dictionary attack.

Man-in-the-Middle attack resistance [S]: Man-in-the-middle attack happens
when an active attacker stays in the middle of the communication to relay and
alter messages. At the same time, parties believe that they directly commu-
nicate with each other. Resistance to this type of attack is achieved through
mechanisms like mutual authentication and message integrity checks, which
ensure that both parties can verify each other’s identity and the integrity of the
messages being exchanged. This prevents the attacker from altering or injecting

messages without detection.

Replay attack resistance [69, 70]: Replay attack is a man-in-the-middle at-
tack in which the communication is delayed or replayed by a passive attacker.
Resistance to replay attacks involves using nonces or timestamps in the proto-
col to ensure that messages cannot be reused. For example, each message may
include a unique identifier or a timestamp that ensures it is valid only for a spe-
cific session or time. If an attacker tries to replay a message, the system detects

the reuse of the identifier or outdated timestamp and rejects the message.

5.1.3 Security Analysis

Previously, we have defined an adversary model. According to this model, first, an

attacker A is assumed to have full control over the communication channel between

parties, being able to eavesdrop, tamper, delete, and change messages. Since the pro-

tocols include zero-knowledge proofs of the exponents a;’s and b;’s, and they depend

on the DDH problem, accessing each value to generate K;’s is not feasible. Second,

A can generate all possible values of s. However, s is not the only component of the

secret key K. A should also know «a; and b; values, as well as the value of g. Finally,

A can learn the previous session keys a;’s and b;’s. Since every time PATS runs, par-

ties are expected to select new a; and b; values. Knowing any previous session keys

would not provide any advantage.
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PATS provides several security features, some of them coming from the existence of
zero-knowledge proofs and the use of threshold group key sharing in the protocol.
Being a threshold key exchange scheme, failure or malfunction of some entities will
not affect the scheme. Owing to the following lemma, we can ensure the resistance

of PATS to offline dictionary attacks.

Lemma 5.1.1 For any party Py, if k # i the exponent X; = 37 a; + 3, bjisa

secret random value over Z,.

Proof 5.1.1 a; and b; values are uniform randomly selected over the intervals [0, q —
1] and [1, q—1], respectively. Py, only knows the value of a; the other summands of X;
are unknown to Py. The value X; — a;, ranges over the interval [0, q — 1]. Although
b; values can not be zero, for the sum ;i Uj, the probability of non-zero values
are equal and the probability difference P(0) — P(xz # 0) = ﬁ is negligible.
Therefore, the value X; — ay, can be regarded as uniformly distributed over Z,. ~ B

Theorem 5.1.2 PATS is secure against offline dictionary attacks under the Decision

Diffie-Hellman assumption.

Proof 5.1.2 We examine this security in two cases, active and passive attacks. First,
we will show that a malicious attacker pretending as a participant P; but does not
have the password s, can not distinguish the ciphertext h; from a random non-identity
element of G. This case corresponds to active attacks. At the end of the second
round of the protocol, the information that the attacker gathers from P; is the val-

ues g%, g%, h; = (g% and the corresponding ZKP’s of exponents.

In the second round, P; sends h; = (gX’i)biS where X; as given in Lemma Here
P; allocates the element g as a random generator. The randomness follows from the
Lemma [5.1.1] It is well-known that any non-trivial element of a prime order group
is a generator [[71l]. The element g*i is non-trivial with high probability and this
can be guaranteed by P; by simply checking it. Therefore g%i is a generator. The
password s and the random value b; are in the interval [1,q — 1] and are unknown

random values for the attacker. Therefore, by the DDH assumption, the malicious
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party cannot distinguish the value h;, from a random non-identity element in the

group.

In the second case, suppose a passive attacker gathers the information floating on the
air while two authentic participants P; and P; are communicating. The attacker has
no better knowledge than the first case. So, it can neither correlate the values h; and

h; nor distinguish them from a random non-identity element in the group. [

We know that the original Diffie-Hellman key exchange method is vulnerable to a
man-in-the-middle attack. Since round 1 and round 2 of the suggested protocols
include zero-knowledge proof of the values b; and b;s, an active attacker will not be
successful without knowing the value of s; this provides resistance to the man-in-

the-middle attacks.

We previously mentioned that our protocol relies on the hardness assumption of the
Decision Diffie-Hellman problem (DDH). Moreover, we noted that p and ¢ are large
primes such that ¢ is a divisor of p — 1. DDH is believed to be intractable in all the

groups when p = kq + 1 for prime numbers p and ¢ and ¢ > p'/1° [72].

In the implementation, we considered p to be a safe prime such that p = 2¢+ 1, where
q is also a prime [/3]. This assumption makes PATS rely on the DDH problem’s

hardness assumption since ¢ = (p — 1)/2 > p'/1? for sufficiently big values of p.

Suppose a malicious entity was able to disclose the value of K. In that case, the
security of other sessions will not be disrupted. This comes from the necessity that
each party in the protocol is expected to select a private integer a; uniformly at random
from [0, ¢ — 1] at each run of the scheme. This feature is known as known-session

secrecy [S7]].

Using a zero-knowledge protocol for the exponents a; and b; is accepted to be secure
since a party does not have to reveal these values to other parties and parties who

receive g% and g% will verify that these values belong to the sender.

It is not surprising that PATS, in the spirit of JPAKE, provides similar security re-
quirements. The footprints in JPAKE give the idea, while below we show that PATS
provides forward secrecy. Theorem[5.1.3|shows that PATS provides forward secrecy
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under the Square Computational Diffie-Hellman Assumption (SCDH).

Theorem 5.1.3 In PATS protocol, under the SCDH assumption, the current session

key components will remain secure if the password is disclosed later.

Proof 5.1.3 Suppose the password s is captured by a malicious attacker. We
will observe that the previously derived K;; components can not be disclosed
if the SCDH assumption holds. Note that the PATS protocol is designed in
such a way that no key component is the identity element. We consider the
key component Ki5. Mutatis mutandis one may derive the same conclusion
for the other key components. To ease the formulation set A = a; + as + as.
The idea is if an attacker can obtain K, = ¢At%%% from the data set
(g, g2, g%, go, gb2, gbs, glATIIFb)bs | g(Atbabalba o(Atbatbdbi ) thon it can com-
pute gr2 from g and g* for any uniform randomly chosen x value in range [1,q — 1]

which contradicts the SCDH assumption.

Let attacker have an algorithm which can return K5 = g4t for the ordered

input set {g*, g", g2, g%, gATbiFb)bs | g(A+bitba)bs | o(Atbatba)bi) §p for g with ran-

dom exponent x in [1,q — 1] the algorithm gives the evaluation

f(g:p) — g[(72z+a)(a¢+d)}(m+b)(z+c) — gf:r3+(fcfb+a+d):p2+(fbc+ac+ab+dc+db)x+abc+bcd
(5.1)

—2z+a ,z+b xtc x+d g(z+a+b+c)(x+d) g(z+a+b+d)(;v+c)
) ) )

979 g

g@tatetd @Y where a, b, ¢, d are arbitrary chosen in Z,. Similarly, we determine

for the given data set {g

f(g=™). It follows that using the given information one can evaluate the element:

gzZ _ [f(gx)f(gm—i—l)—lg(2a—2b—20+2d)m+(—1+a—b—c+d—bc+ac+ab+dc+db—|—abc+bcd)} % )

(5.2)
n

PATS is information-theoretically secure [/4]] since less than the required number of
shares will provide no information about the secret. Moreover, the share of each party

is as long as the final secret K.
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An active attacker is limited to testing/checking only one s value per execution of the
protocol since parties will refresh a; and b; values at each run of the protocol. PATS

prevents online dictionary attacks.

In this section, we have given an adversary model and analyzed the security require-
ments that PATS satisfies. In the next section, the performance analysis of PATS,
including computational load and run-time analysis will be provided for each vari-
ant of the protocol defined previously. The section will include a comparison of two

variants in terms of run-time.

5.2 Performance Analysis of PATS

In this section, we present the performance analysis of PATS. Firstly, we discuss the

computation overhead of PATS and then present the running time results of PATS.

Both protocols are implemented in Python on a PC (8 CPU Cores, 16 GB RAM)
running macOS Monterey. ZKP proof is not included in the implementation, and
parties are not separated to cause messaging costs; i.e., messaging delays are not

incorporated.

Prime numbers of different lengths are selected using OpenSSL prime generation
with the ’safe’ parameter. If the number generated is p, this feature helps us check

that (p — 1)/2 is also a prime number.

5.2.1 PATS in Finite Fields

We first analyze the PATS in finite fields. To better understand the performance, we

examine computational load and run-time analysis.

5.2.1.1 Computational Load

A party P; needs to do the following computations in a round of PATS protocol in

finite fields:
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3
° ngzlaj‘*‘Z#i bj — g™ X g™ X g% X gbj X gbk

° hl — (QZ;:l aj+ i bj)(bis)

o K;= (K, Ki) where K;j = (h; x (gb)~%))b

In Round 1, it takes two exponentiations to compute ¢% mod p and ¢* mod p, and
two additional exponentiations will be necessary to compute commitments for the
zero-knowledge proofs of the multiples a; and b; if Schnorr non-interactive ZKP will
be applied. To prove that ¢g* = y, the prover must perform one exponentiation as
a commitment. After Round 1, every party should verify two Schnorr ZKPs. For
each ZKP, it takes one exponentiation and one multiplication for the verifier to ver-
ify and one multiplication and one addition for the prover to generate a response.
In Round 2, there will be four multiplications of previous calculations and broad-
cast messages, one multiplication to compute the power b;s and one exponentia-
tion to compute h; value. To compute the zero-knowledge proof of the exponent
b;s, additional exponentiation will be necessary to compute a commitment for the
zero-knowledge proofs of the multiple b;s. To verify this Schnorr ZKP, each verifier
computes one exponentiation and one multiplication, and the prover computes one
multiplication to generate a response. In Round 3, to reduce the cost of inverse/-
exponents, we suppose that the participant P; evaluates ¢ — b;s then gets the value
K = [hj [(g")"] _1] " [ (g )" "' So each key share component costs two
exponentiations, one multiplication, and one addition. Regarding communication,
TTP-verified (2,3)-PATS starts with n = 3 broadcast messages coming from TTP
to parties. In Round 1, each party sends a broadcast message to transfer the values
g% mod p and ¢® mod p. After Round 1, every party should verify two Schnorr
ZKPs, which requires one commitment, one response from the prover, and one chal-
lenge from the verifier. In Round 2, two broadcast messages will be sent per party to

transfer the values h;. To compute the zero-knowledge proof of the exponent b;s, the
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prover must send two messages, and the verifier must communicate with one mes-
sage. In Round 3, two broadcast messages will be per party to transfer the values
K;. For the Distributed (2,3)-PATS, the number of messages will be equal to the to-
tal number of messages in TTP-verified (2,3)-PATS since there are three broadcast
messages in Round 0 of the TTP-verified version. However, in Round 3, it does not
require broadcast. Instead, all parties send their share only to TTP. A breakdown of

the cost and number of broadcast messages of each round is summarized in Table

Table 5.1: The analysis of computational cost of PATS in Finite Fields.

No. of
No. of operations
Cost breakdown broadcast
per party
messages
0 Round 0 3*
1 Round 1 2 E, 2(ZKP) 6+ 2[3]
2 Round 2 1 E,5M, (ZKP) 6+ [3]
3 Round 3 4E,2M,2 A 6 — 3*
4 Total 7E,7M,2 A, 3(ZKP) | 18 + 3[3]

! E: exponentiation in Z,

2 M: multiplication in Z,

3 A: addition in Z,

4 (ZKP) = (3E, 2 M, 1 A): # of operations required for a
single ZKP

3 [x] : # of messages required for a single ZKP

* TTP-verified (2,3)-PATS requires 3 broadcast messages

from TTP in Round 0, and 3 fewer messages in Round 3

5.2.1.2 Run-time Analysis

The implementation of the proposed protocol in finite fields uses p values of different
lengths, and 256-bit ¢ values. As seen in Figure 5.1} the length of p affects the run-
time of the protocol significantly. The run-time is close to 0.02 seconds when p is

of the length 512 bits, while it reaches close to 0.33 seconds for a random p value of
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length 3072 bits.
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Figure 5.1: Run-time of (2,3)-PATS in finite fields, the results of 100 experiments

within the 95% confidence interval are shown.

5.2.2 PATS using Elliptic Curves

Now, we analyze the PATS using elliptic curves. To better understand the perfor-

mance, we examine computational load and run-time analysis.

5.2.2.1 Computational Load

A party P; needs to do the following computations in a round of PATS protocol using

elliptic curves:
o q;,G

° bZG
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[ ] Sbi

(Z?:1 a; + ijéi b])G = a1G + asG + a3G + b]G + b,.G

Hi = sbi(37_ a;+ >, 0))G

[ J Kz = (Kij7 Kzt) where Kij = bZ(H] — bjszG)

In Round 1, it takes two elliptic curve scalar multiplications to compute a;G and b;G,
and two additional elliptic curve scalar multiplications will be necessary to compute
commitments for the zero-knowledge proofs of the multiples a; and b; if Schnorr
non-interactive ZKP is applied. To prove that Q = [a]P where ) and P are two
points and a is a scalar, the prover must perform one scalar multiplication as a com-
mitment. After Round 1, every party should verify two Schnorr ZKPS. Each ZKP
takes two scalar multiplications for the verifier to verify and one multiplication and
one addition for the prover to generate a response. In Round 2, there will be four
point additions of previous calculations and broadcast messages, one multiplication
to compute the power sb; and one scalar multiplication to compute H; value. To com-
pute the zero-knowledge proof of the exponent b;s, an additional scalar multiplication
will be necessary to compute a commitment for the zero-knowledge proof. To verify
this Schnorr ZKP, each verifier computes one scalar multiplication and one point ad-
dition, and the prover computes one multiplication to generate a response. Round 3
requires three scalar multiplications (one of them is multiplying by -1) and one point

addition for each Kj; value.

Regarding communication, TTP-verified (2,3)-PATS starts with n = 3 broadcast mes-
sages from TTP to parties. In Round 1, each party sends a broadcast message to
transfer the values a; and b;. After Round 1, every party should verify two Schnorr
ZKPS, which requires one commitment, one response from the prover, and one chal-
lenge from the verifier. In Round 2, two broadcast messages will be sent per party to
transfer the values h;. To compute the zero-knowledge proof of the exponent b;s, the
prover must send two messages, and the verifier must communicate with one mes-
sage. In Round 3, two broadcast messages will be per party to transfer the values
K. For the Distributed (2,3)-PATS, the number of messages will be equal to the to-
tal number of messages in the TTP-verified (2,3)-PATS since there are 3 broadcast
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Table 5.2: The analysis of the computational cost of PATS using elliptic curves.

No. of
No. of operations
Cost breakdown broadcast
per party
messages
0 Round 0 3*
1 Round 1 2 SM, 2(ZKP) 6 + 2[3]
2 Round 2 1 SM, 4 PA, 1 M, (ZKP) 6 + [3]
3 Round 3 3SM, 1PA 6 —3*
4 Total 6 SM, 5 PA, 1 M, 3(ZKP) | 18 + 3[3]

' SM: elliptic curve scalar multiplication

2 PA: elliptic curve point addition

3 M: multiplication

* A: addition

> (ZKP) = (3 SM, 1 PA, 1 M, 1 A): # of operations required
for a single ZKP

6 [x] : # of messages required for a single ZKP

" TTP-verified (2,3)-PATS requires 3 broadcast messages

from TTP in Round 0, but 3 fewer messages in Round 3.

messages in Round 0 of the TTP-verified version but in Round 3, it does not require
broadcast. Instead, all parties send their share only to TTP. A breakdown of each

round’s cost and the number of broadcast messages is summarized in Table[5.2]

5.2.2.2 Run-time Analysis

The protocol is implemented in Python on a PC (8 CPU Cores, 16 GB RAM) running
macOS Monterey. ZKP proof is not included in the implementation, and parties are

not separated to cause messaging costs; i.e., messaging delays are not incorporated.

The implementation of the proposed protocol uses different curves, including P-192,
P-224, P-256, P-384, and P-521 recommended in the FIPS PUB 186-4 Digital Sig-
nature Standard (DSS) report [[75]]. The length of the prime field p changes with each
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selected curve and the run-time of the protocol is affected. However, the run-time for

the P-521 curve is still less than half of a second as seen in Figure [5.2]
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Figure 5.2: Run-time of PATS using ECC, the results of 100 experiments within the

95% confidence interval are shown in the figure.

52.3 (t,n)-PATS

In this section, we analyze the generalized version (¢, n)-PATS. To better understand

the performance, we examine computational load and run-time analysis.

5.2.3.1 Computational Load

A party P, needs to do the following computations in (n — 1,n)-PATS protocol in
finite fields:
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° gbi

® b;s

° gZ}Ll aj+> 2 b5

[} hz = (927:1 a‘j+2j¢i bj)bis

o K; = (Kyj)jzi where Kij = (h; x ((g")"*)~")"

In Round 1, it takes two exponentiation to compute ¢% mod p and ¢® mod p, and
two additional exponentiation will be necessary to compute commitments for the
zero-knowledge proofs of the multiples a; and b; if Schnorr non-interactive ZKP will
be applied. To prove that g* = y, the prover must perform one exponentiation as a
commitment. After Round 1, every party should verify two Schnorr ZKPs. For each
ZKP, it takes one exponentiation and one multiplication for the verifier to verify and

one multiplication and one addition for the prover to generate a response.

In Round 2, the party multiplies 2n — 1 many group elements obtained and gathered
from previous calculations and broadcasted messages. This requires 2n — 2 group
multiplication. A scalar multiplication to compute the power b;s and an exponenti-
ation to compute h; value evaluated. To calculate the zero-knowledge proof of the
exponent b;s, additional exponentiation will be necessary to compute a commitment
for the zero-knowledge proofs of the multiple b;s. To verify this Schnorr ZKP, each
verifier computes one exponentiation and one multiplication, and the prover computes

one multiplication to generate a response.

In Round 3, the key share sequence of length n — 1 is evaluated. As in the (2, 3)-PATS
the exponent —0;s value is obtained by one addition. To be explicit, P; evaluates
q — b;s. This value will be used for each component in this step and any further
iterative steps. After obtaining the ¢ — b;s value, each component K;; of the key share

takes two exponentiation and one multiplication operation.

When the first three rounds end, (n — 1,n)-PATS is completed. For ¢t = n — r, the
corresponding (¢, n)-PATS will be calculated iteratively in r-steps. Here (n — 1,n)-
PATS is the initial step. Each iteration step consists of two rounds. Let us discuss

the computational cost of the k-th step. In Round 1, each P, calculates the exponent
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set {(g"1%r-1)b} where indices j, ranges over I and distinct. This requires (r)
exponentiation since the base of the exponentiation was already calculated in the
previous step. After the first round of the k%" iteration step, the set {(g%1~%s-1)¥}; ;
will be broadcasted with the keyshare sequence K; obtained in (k — 1) step. In the
second round of the £ iteration step, P; computes the new K; = {Kij,..;. } sequence
for distinct j, € I, where K;j, ;, = [Kj,.; X [(g%1~%%)%5]71]% Recall that the
value ¢ — b;s was already obtained in the initial step. Therefore each component

requires one multiplication and two exponentiation. As the length of new key share

n—1

'), computational cost of the second round is (", ') (1M, 2E).

sequence is (

Regarding communication, TTP-verified (¢,n)-PATS starts with n broadcast mes-
sages coming from TTP to parties. In Round 1, each party sends a broadcast message
to transfer the values g% mod p and ¢ mod p. After Round 1, every party should
verify two Schnorr ZKPs, which requires one commitment, one response from the
prover, and one challenge from the verifier. In Round 2, two broadcast messages will
be sent per party to transfer the values h;. To compute the zero-knowledge proof of
the exponent b;s, the prover must send two messages, and the verifier must commu-
nicate with one message. In Round 3, two broadcast messages will be per party to
transfer the values ;. For the repeated steps of (¢, n)-PATS, 2(n — ¢t — 1) broadcast
messages will be sent from each party to deliver the sequence K; = (K;);; and g%
mod p. For the Distributed (¢, n)-PATS, the number of messages will be equal to the
total number of messages in TTP-verified (¢,n)-PATS since there are n broadcast
messages in Round 0 of the TTP-verified version. However, in Round 3, it does not
require broadcast. Instead, all parties send their share only to TTP. A breakdown of

the cost and number of broadcast messages of each round is summarized in Table[5.3]

5.2.4 Limitations

Considering the efficiency requirement for (¢, n)-threshold scheme, in cases where ¢
is less than n — 1, we think the path followed in PATS will be cumbersome. We de-
cided to picture the scheme for distributed variants over finite fields. The generalized

version can be phrased straightforwardly on elliptic curves, mutatis mutandis.
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Table 5.3: The analysis of the computational cost of (¢, n)-PATS in Finite Fields.

No. of
No. of operations
Cost breakdown broadcast
per party
messages

0 | Initial Step Round 0 n*
1 | Initial Step Round 1 2 E, 2(ZKP) n(n — 1)+ 2[3]
2 | Initial Step Round 2 1 E, 2n-1)M, (ZKP) n(n—1)+ [3]
3 | Initial Step Round 3 1A, (n-1) (2E, M) n(n—1)—n*
4 | Initial Step Total 1A, 2n+1)E, (3n-2)M, 3(ZKP) | 3n(n — 1)
5 | k'h Iteration - Round 1 | (}7))E
6 | k'h Iteration - Round 2 | (") (2E, M) 2(n —t —1)

! E: exponentiation in Z,

? M: multiplication in Z,

3 A: addition in Z,

4 (ZKP)= (3 E, 2 M, 1 A): # of operations required for a single ZKP

5 [x] : # of messages required for a single ZKP

* TTP-verified (¢,n)-PATS requires n broadcast messages from TTP in Round

0, and n fewer messages in Round 3

5.2.5 Comparison

Table[5.4] compiled from the report NIST 800-57 Recommendation for Key Manage-
ment [[76], provides security strength level for the approved algorithms of finite-field
cryptography and elliptic-curve cryptography. Column 2 states the average run-time
of PATS in finite fields / PATS using elliptic curves, respectively. Column 3 states
the minimum size of parameters in standardized finite-field cryptography. Column 4
gives the range of f for algorithms based on elliptic-curve cryptography. Using curve
P-521 provides 256-bit security strength and a very efficient protocol for PATS. Note
that, protocols with a security strength of less than 112 bits are no longer approved,
and 192-bit and 256-bit key strengths for FFC algorithms are not considered by NIST
due to interoperability and efficiency problems [76].
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Table 5.4: Comparable security strengths, and run-time of finite-field cryptography

and curves.
ECC
Security . FFC
Run-time (ECDSA, EdDSA,
Strength (DSA, DH, MQV)
DH, MQV)
L=1024
<80 | 0.134/0.011 f=160 - 223 (P-192)
N =160
L =2048
112 0.888/0.015 f=224-255 (P-224)
N =224
L =3072
128 2.899/0.011 f=1256- 383 (P-256)
N =256
L =7680
192 -/0.029 f=384-511 (P-384)
N =384
L =15360
256 -/0.043 f =512+ (P-521)
N=512

5.3 Analysis of Zero-Knowledge Protocols

In this section, the details security analysis of the proposed zero-knowledge proofs
will be given. First, we go over the requirements for a protocol to be a zero-knowledge

proof. Then, we formally prove that the protocols satisfy all three properties.

5.3.1 Security Analysis

After presenting the security requirements, we prove that the proposed zero-

knowledge proofs satisfy these security requirements.

5.3.1.1 Security Requirements

Informally, an interactive proof scheme (IP) is a two-party protocol between a prover

and a verifier such that the requirements completeness and soundness are satisfied.
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Completeness is whenever the statement is TRUE, a prover can convince the verifier.
Soundness means whenever the statement is FALSE, a dishonest prover cannot con-
vince the verifier. More formally, an interactive proof system [T7] for a language L
over {0, 1}* is a protocol between an interactive pair of Turing machines (P, V') where
P, called the prover, has infinite power and V', called the verifier, has polynomial time

computation power. An interactive proof system should satisfy the properties:

e Completeness: Pr{V (z) = Accept |z € L] > 1 — X

e Soundness: Pr[V(z) = Accept | x ¢ L] < ¢

where the probabilities are taken over fair coin tosses; n = |x| is the sufficiently large
input length and £ is a positive constant. The proof system (P, V') is named public
coin, a.k.a Arthur-Merlin game, if V' sends each coin tosses. The general approach

in an IP is reducing the probability of error by repeating the protocol many times.

Some protocols may require an initial phase called trusted setup. The setup phase can
be executed by a trusted third party (TTP) or by employing a secure multi-computing
technique in a distributed fashion. Apart from the (instance, witness) pair, some pri-
vate/common inputs can be assigned to the participants of the protocol, e.g., by a
trusted third party (TTP). A common component known by both parties is generally

called by common reference string (CRS).

A zero-knowledge proof system is an interactive protocol reinforced with the zero
knowledge property; the verifier will not learn anything from the proof procedure
other than the fact that the statement is true. If in a proof system, the prover con-
vinces the verifier by sending only a single message, then this system is said to be
non-interactive. By its very nature, originally defined ZKP is a highly repetitive
interactive protocol. On the other hand via a CRS or a random oracle model, one
may achieve (computational) non-interactive zero-knowledge (NIZKP). A common
method to achieve a NIZKP is to transform an interactive protocol to a non-interactive

one by Fiat—Shamir heuristic.

The zero-knowledge property, the verifier will not gain any extra information from

the interaction, is formulated employing a simulator (a probabilistic polynomial-time
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algorithm). The simulation paradigm [78] postulates that "whatever a party can do by
itself cannot be considered a gain from interaction with the outside". The simulator’s

output and the verifier’s output are expected to be indistinguishable.

5.3.1.2 Security Analysis of EPPZKP

Lemma 5.3.1 Assuming EPPG on a given set S is hard and, the commitment scheme
Comm is computationally binding and statistically hiding, described EPPZKP is a
perfectly complete statistical zero-knowledge argument of knowledge with soundness

2
error 3

Proof 5.3.1 (Perfect Completeness) In the protocol, elements b; are constructed as

b; = a;g; for all i. Any permutation on indices preserves the equality. i.e., by =
Aa(i)Gal(i)-

Similarly, for any permutation « in the index set,

a(S) = 5. (5.3)
v=]]g ZHQZ Hga” (5.4)
=1 ;
A= ﬁa Hat‘” = H adl, (5.5)
1=1

=1

B:ﬁbt Hbt‘” 110 (5.6)
] i=1

B= H ba! = H Gaygor) = H aa] Hg (5.7)

=1
n

Ztm:Ztai:Zti:g:]ﬂ. (5.8)
=1 =1

i=1

Since, « € Sym(n), applying the permutation to the set S changes only the order-
ing of the set, as shown in Equation The values A and B can be defined as the
multiplication of the values a,,;, and b, respectively, since the corresponding power
of each a,, and b, is preserved by the permutation o, as in Equation[5.4)and Equa-

tion The sum of indices of the vector t is also preserved under the permutation o
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as defined in Equation Combining the above three equations (from Equation
to Equation5.6), Equation[5.8| gives the equality B = Ax. |

Lemma 5.3.2 (Argument of Knowledge) Under the assumption that EPPG on the

given set S is hard and, the commitment scheme C'omm is computationally binding,

protocol EPPZKP given in Figure is an argument of knowledge with soundness
2

error 3

Proof 5.3.2 EPPZKP is a 3-move public-coin interactive proof. For our protocol,
we will describe an extractor IY which outputs a valid subset 'I' on inputs public pa-
rameters and three valid transcripts having the same initial commitments. Any three
accepted transcripts with different challenges are of the form (Comm,0, RESy),
(Comm, 1, RES), (Comm,2, RES,). The corresponding responses are

RESy = {8°°,a%° b*’}, RES, = {A', B}, a*! t,!} and RES, = {A?, B?,b*? t,%},

respectively.
The extractor E outputs the subset T = {go | t\, =1for1 <i <n}.

By the binding property of the commitment scheme, the following equalities hold:

ad =al, (5.9)
b =02 (5.10)
Al = A? (5.11)
B! = pB? (5.12)
te, =12 (5.13)

for all i.
Using these equalities from Equation[5.9to Equation we show that the output
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T is valid.

9= ﬁ(ggi)téi (5.14)
geT i=1
= ﬁqaaz]lb&)téz (5.15)
=1
= ﬁ([agi]_l)té‘ ﬁ(bgl)té (5.16)
=1 i=1
= ﬁ([@iz]_l)t‘l’* f[(bi?)ti (5.17)
= :113 = o (5.18)

Therefore EPPZKP is 3-out-of-3 special sound. By Lemma it is knowledge

2

sound with knowledge error € = .

To show soundness, we defined an extractor £, and this extractor exists for every
possible Prover combining the binding property of the commitment scheme. Follow-
ing the equations, from Equation [5.14]to Equation [5.18|results in the validity of the
claimed proof, knowing the existence of a subset T of S satisfying x = [] ger 9 =
I1 ges\1 Y- Therefore EPPZKP is 3-out-of-3 special sound. By Lemma it is

knowledge sound with knowledge error € = =.

N

Lemma 5.3.3 Under the assumption that the commitment scheme Comm is statisti-
cally hiding, protocol EPPZKP given in Figure[d.1|is black-box statistical zero knowl-
edge.

Proof 5.3.3 (Zero Knowledge) Assume that the commitment scheme Comm is sta-
tistically hiding. For the proof, we describe a PPT simulator Sim (described in Algo-
rtihm[2)), given black-box access to a (possibly) malicious verifier V* and given public
input, it outputs a simulated transcript with probability % We will see by a sequence
of games that owing to the statistically hiding property of Comm, the distribution of

successful outputs of Sim, are statistically close to those of the real interaction.
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Game 1 (Real World): The algorithm G4, described in Algorithm [I| gets inputs of

Sim and additionally a valid secret position bit vector t.
For both algorithms G| and Sim, at each iteration, the probability of output 1 is %

Suppose the algorithms gives successful outputs (i.e., b # b). The distribution over
the commitments generated by GG1 and a real prover P are identical as they both use
a valid secret t, random permutations over Sym(n) and follow the same commitment
algorithm. Therefore for a successful iteration, output generated by algorithm G,

identically distributed to real life conversation View(P(t, pp), V*(pp)).

Now case by case we will discuss the reason why the output (COM,b, RES) of Gy
and Sim are statistically indistinguishable. Both algorithms runs in the same way
accept Stage 2. They predict the value that V* will not choose as challenge. In each
case, as G1 uses the secret t bit-vector and Sim uses a fake secret bit-vector t* chosen

. .
uniform randomly where both vectors are of weight .

First note that over the set of integers Z,, = {0,1, ..., p — 1} modulo prime number
p, sum of two uniform random elements results in a uniform random element. Also if
we fix an element m € Z,, adding m with a uniform random element in Z,, will give
us a uniform random element in Z,. As G = {¢°, g*, ..., g?"'} for any non-identity
element g, product of two element in G is equivalent to adding two numbers in Z,,.
Therefore product of two uniform random elements or, product of a non-identity fixed

element with a uniform random element in G gives a uniform random element.

Case1: b= 0

G1 and Sim choose uniform random elements a1, . . . , a, from G and evaluate A =
1T, afﬂ in the same manner using t and t* respectively. Therefore evaluation of
A values have the same distribution. It is equivalent to choosing a uniform random
element. Then, for all i, G1 computes the elements b; = a;g; as a product of a fixed
element and a uniform random element from G. Therefore, distribution of the tuple b
and also its image b* under a random permutation « evaluated by G1 are uniformly
distributed among the group G. Sim chooses by, ... ,bg_1,bgi1, ..., b, uniform ran-

domly and evaluates by, = (by...bg_1bgy1 - .. b,) " tx A for some index k. However

bi. can be treat as a uniform random element as it is a product of uniform random
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Algorithm 1 Algorithm G'1 for EPPZKP

1: procedure G1(z, t) > z: Public parameters and t as input
2: b<&{0,1,2} > Stage 1: Predict the challenge value.
3: a=(ay,...,a,) & gn > Stage 2: Fix the randomness and masking.
4: al Sym(n)

5: 141

6: while i <n + 1 do

7: b; < a;g;

8: 11+ 1

9: end while

10: S < (Gays- -+ 9an,)

11: a%® < (aayy- -+ 0a,)

12: b% « (bay, .- ba,)

13: tr = t% < (tay, -, ta,)

14 A« [, an'

15 B+« [I b

16: C1 + Comm(A, B) 1 Stage 3: Create commitments as in the real protocol.

17: Cy + Comm(S®)

(
(
18: C3 < Comm(a®)
(
(

19: Cy < Comm(b*)

20: Cs « Comm(t,)

21: COM «+ (C1,C5,C3,C4,C5)

22: > Stage 4: Obtain the challenge b via oracle query with input COM
23: if b = b then > Stage 5: Response
24: return L

25: end if

26: if b = 0 then > Stage 6: Follow the protocol response stage
27: RES «+ {S% a“ b“}

28: else if b = 1 then

29: RES < {A, B,a“, t,}

30: else if b = 2 then

31: RES « {A, B,b* t,}

32: end if

33: return (COM, b, RES)

34: end procedure 59




tr,

elements with a fixed element x in G. The last element B = [[_ ba; evaluated in
the same way with elements having the same distribution. So, obtained B values
have also identical distribution. For the case b = 0, algorithms G1 and Sim out-
put (COM,b, RES) if either b = 1 or b = 2. That is RES = {A, B,a% t,.} or
RES = {A, B,b" t,} with the same probability for both algorithms. As we dis-

cussed above, these values have identical distribution.

Case2:b=1

In this case, the responses output by both algorithms are either RES = {S*, a“ b®}
or RES = {A,B,b* t.}. G1 and Sim choose a uniform random permutation
a € Sym(n) and construct the tuple S* = (ga,, - - -, Ja, ). Sim randomly chooses
the tuple b® then evaluates B = [[;_, bﬁ,f}. As we discussed above, corresponding
values evaluated in G1 can also be treat like uniform random choices. Sim evaluates

elements A = Bx~! and a,, = gojilbai (for all i) as product of a fixed element with a

random element. So these elements distributed equivalently with the choices in G1.

Case 3: b =2
This case was designed with the same strategy as the previous case, with the a and b

values changing roles.

In each case, the challenge and response parts of the outputs are statistically close.
Therefore, if there is a distinguisher D of outputs of algorithms G1 and Sim with non-
negligible advantage, then D should provide an algorithm breaking the (statistically)
hiding property of Com.

5.3.1.3 Security Analysis of 2EPPZKP
Under the assumption that the commitment scheme Comm is computationally binding

and statistically hiding 2EPPZKP is an honest verifier zero-knowledge argument of

knowledge.
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Algorithm 2 The algorithm of simulator Sim for EPPZKP.

1: procedure SIM1(x) > z: Public parameter as input
2: b<&{0,1,2} > Stage 1
3t =(ty...t,) & {0,1}"

4: while weigth(t*) # % do > Check the weight of ¢*.
5: t* & {0,1}"

6: end while

7: r=(ry...m) <& {0,1}"

8: while weigth(r) # ¢ do > Check the weight of r.
9: r & {0,1}"
10: end while
11:  ifb =0 then > Stage 2
12: k<0
13: while ¢, # 1 do
14: k<« Fk+1
15: end while
16: a:(al,...,an)gG

17: b= (br,... be1,bps1s. .. b)) & G

18: ATl al

19: b < (by, .. bp_1,bps1,- .-, 0p) T2 A
20: B« [l b
21: C1 < Comm(A, B), Cy <~ Comm(g;), C5 < Comm/(a;)
22: Cy < Comm(b;), Cs <= Comm(t;).
23: elseif b = 1 then
24: al Sym(n)
25: d=(dy,....d) &G
26: ba, <+ d;
27: to, < T
28: B« [T, ba(i)t=®,
29: A+ Bz™!
30: Ga(i) < GagsyDa(i
31 C1 + Comm(A, B), Cy + Comm(ga,), Cs < Comm(a,,)
32: Cy < Comm(b,,), Cs < Comm(t,,).
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33: else if b = 2 then

34: ad Sym(n)

35: d=(d,....d,) & G

36: A, < d;

37: o, < Ti

38: A+ TTL, an(i)t=®,

30: B+ zA

40: Dagi) <= Qa(i)9ati)

41: Cy < Comm(A, B), Cy < Comm(gs,), Cs < Comm(a,,)
42: Cy < Comm(by,), Cs < Comm(t,,).

43: end if

44 COM «+ (C1,Cs,C3,C4,C5)

45 if b= b then > Stage 3
46: return L

47: end if

48: if b = 0 then > Stage 4
49: M < {9a;, @a;, ba, }

50: else if b = 1 then

51 M + {A, B,a" t*}

52: else if b = 2 then

53: M« {A, B, by, t0;}

54: end if

55: return (COM, b, M)

56: end procedure
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Proof 5.3.4 (Completeness) The proofis straightforward. An honest prover with the
knowledge of bit-vector t can give correct responses to the verifier. We give detailed

equalities to convince the reader.

[Tw = [Tt@s. ) =TT at T[S ") (5.19)
=1 =1 =1 =1
= A ﬁ(gﬁ)d = Az* (5.20)
=1
Ztn = Ztau) = Zt = g (5.21)

A verifier will have the value of values u; and t,, following the equations, from Equa-
tion [5.19 to Equation [5.21] helps him to check that the following three equalities
hold:

n tr, d
L[, v = Ax?,

2' Z?:l tn' - %

3. Cy = Comm(t,)

Proof 5.3.5 (Argument of Knowledge) Under the assumption that EPPG on a
given set S is hard and the used commitment function Comm is computationally bind-
ing, the soundness error of 2EPPZKP at each round is % + 210;—2' We discuss a strategy

for a dishonest PPT prover P* can develop. P* uses a random bit-vector t* of weight

n

2
values «,a and evaluates S, =a(S),t, = a(t*), A* = ][ i (T, Sﬁ:i)d*

i=1"

as its secret and predicts the first challenge d* € {1,... p}. P* chooses random

and the commitments ¢; = Comm(a,a),co = Comm(t,). After these computa-
tions, P* follows the protocol. More precisely, P* sends cy, co, A* to Bob. Receiving
the actual random d value, it responds with the string u entries constructed as
u; = aiSnd. Bob sends his challenge b. If he asks for b = 0, regardless of what
the actual d value is, P* will be able to give an accepted response pair a and «. If

the challenge is b = 1, the malicious prover P* can succeed only if they are lucky
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enough to get d* = d. They send t.. From the checklist, checking that ) | t, =%

and Cy = Comm(t ) are obvious to prove with the generated value t, = a(t*). To

check []_, = Axd:

[T w = ]](a:s, " (5.22)
= g4 [ﬁ a;' (x H S,..tri) (5.23)
= H a;tri (27! H S, )] (5.24)

= A*x? (5.25)

To sum up, with the above strategy, P* achieves an accepted response in two cases.
Either Bob sends "b = 0" or "b = 1 and d* = d." So success probability of P* is

1, 1 _ _»
5 T 20p—1) — 2p—2°

Next, we aim to show that this value is the upper limit for any cheating strategy as
long as EPPG on the given set S is hard and the used commitment function Comm
is computationally binding. Suppose there exists a cheating strategy that a malicious
prover P* can succeed with "non-negligible" higher probability, say 2 5 + € This
assumption will lead us to a contradiction that there exists a polynomlal time prob-
abilistic adversary A which either finds a solution vector t to the given problem or
finds a collision for Comm. Knowledge extractor rewinds the protocol for the same
commitment string ¢, co, A and ask all possible question pairs (d,b). Then among
2p — 2 questions, with overwhelming probability, the cheating strategy succeeds in
p + 1 questions. By pigeonhole principle, for at least two d challenges say dy, ds,

malicious prover P* gives correct answers for both cases b =0, 1.

Note that in each case the same randomness and knowledge are considered. So values
a,t, S, =a(S), t, = at),A =[], a?" and ¢ = Comm(a,a),co = Comm(t,)

are fixed in all four cases.

The query pairs and answers are shown in Table
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Table 5.5: Query pairs and answers.

(d, b) Response 1:u Response 2
(@,0) | = () = (a8,) .
@) | = () = (@8,") :
(d2,0) uz = (uz) = (2iSy, ) a
) | w= )= @S |
(dp-1,0) | Up-1 = (up-1yi) = (aiSr, ") o
(dp-1,1) | up—y = (UGp-1)i) = (i85, %) tr

Without loss of generality, let us assume that d, > do. From the equality:

Comm(o, 1y S, M) = ¢ = Comm/(a, uzs;‘h) (5.26)
Either A gets a collision for Comm or the equality u;S, %" = u,S, 2. Since
Comm is computationally binding, the latter case must be valid. That is;
uy(up) =8, %, (5.27)
This implies that the following holds:
ahm% = Aph(Az®)~! (5.28)
= [[w([Tus)! (5.29)
i=1 i=1
= [ [(waiuz' )" (5.30)
i=1
= (Sfil_dQ)t'z (5.31)
i=1
= (LTS )y, (5.32)
i=1
This assures that adversary A obtained the required solution o™ (t;.). |

Proof 5.3.6 (Zero Knowledge) In Algorithm [3| we present a PPT simulator Sim?2

On given public input, Sim?2 outputs a simulated transcript between an honest prover

and an honest verifier.
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Under the assumption that the commitment scheme C'omm is statistically hiding, the

distribution of the outputs is statistically close to those of the real interaction.

5.3.2 Performance Analysis

Now, we present the performance analysis of the EPPZKP protocol. First, we ex-
plain the computation cost. Second, we present the experimental performance of the

protocol.

5.3.2.1 Computational Performance

First, we analyze the computational cost of three-pass ZKP Based on the Equal Parti-
tion Problem (EPPZKP). The general protocol, the algebraic setup phase has 4 steps.
In Step 1, it takes » multiplications for Alice to compute the elements b; = a;g; for all
1 values. Before step 1 ends, Alice creates commitments of 5 different values. In Step
4, when b = 0, Bob needs to calculate a,,g,, to check whether the result is equal to
b,,, then commitments Cy, C'5 and Cy will be created by Bob. When b = 1, or b = 2,
the number of computations is the same. It takes one multiplication to calculate Az,
and (% — 1) multiplication to calculate the value of A, or B. Finally, Bob needs to do
n— 1 addition operation in group G to check whether > """, ¢ ;) = % holds. Table

2
summarizes a breakdown of each round’s cost.

Second, the EPPZKP on elliptic curves will be analyzed. In Step 1, it takes n elliptic
curve point addition for Alice to compute the elements b; = P; 4 a; for all ¢ values.
Before step 1 ends, Alice evaluates hashes of 5 different values. In Step 4, when
b = 0, Bob needs to calculate a,, + F,, to check whether the result is equal to b,,,
then checks the validity of the hashes Hs, H3 and Hy. When b = 1, or b = 2, the
number of computations is the same. It takes one elliptic curve point addition to
calculate @ + A, and (5 — 1) elliptic curve point addition to calculate the value of A,

or B. Finally, Bob needs to do n — 1 addition operation in group G to check whether
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Algorithm 3 The algorithm of simulator Sim?2 for 2EPPZKP

1: procedure SIM2(x) > x: Public parameter as input
2: d&[1,p—1] > Stage 1
3 b&{0,1}

4t =(ty...t,) & {0,1}"

5 while weigth(t*) # 7 do > Check the weight of ¢*.
6: t* & {0,1}"

7: end while

8: al Sym(n) > Stage 2
9: ad Gn

10: S, «a(S)

11: ty < a(t)

12: if b = 0 then > Stage 3
13: AT, a

14: else if b = 1 then

15 AT o (e T, S

16: end if

17: Cy + Comm(a,a) > Stage 4
18: Cy + Comm(t,)

19: 140
20: while ¢ < n do
21: U; aiSrid
22: 11+ 1
23: end while
24: if b = 0 then > Stage 5
25: M+ «
26: else if b = 1 then
27: M +t,
28: end if

29: return (C,Cs, A, d,u, b, M)

30: end procedure
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Z?:l L) = g holds. Table summarizes a breakdown of each round’s cost.

Finally, we analyze the computational performance of two Challenge ZKP Based on
the Equal Partition Problem (2EPPZKP). This protocol has 6 steps in total. In Step
1, it takes (% — 1) multiplications for Alice to compute the value of A. Before step
1 ends, Alice evaluates commitments of 3 different values. In Step 3, Alice needs to
complete n exponentiations and n multiplication to evaluate the value of u. In step 6,
when b = 0, Bob needs to evaluate a single commitment C;. When b = 1, it takes one
multiplication and one exponentiation to calculate Az, and (5 — 1) multiplication to
calculate [ ]}, u;'. Finally, Bob needs to evaluate the commitment C5. Table |5.8

summarizes a breakdown of each round’s cost.
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Table 5.6: The analysis of the computational cost of EPPZKP.

Step No Alice (Prover) Bob (Verifier)
b=0 b=1lorb=2
Step1 | nM +2(5 — 1)M + 5Comm
Step 2
Step 3
Step 4 nM +3Comm | IM + (5 — 1)M + (n — 1)A + 3Comm
Total (2n — 2)M + 5Comm nM + 3Comm + [—-5M + (n — 1A]

' A: Addition in group G

2 M: Multiplication in group G

3 Comm: Commitment Operation

* [1: Required operational depending on the flow of the protocol




Table 5.7: The analysis of the computational cost of EPPZKP on elliptic curves.

Step No Alice (Prover) Bob (Verifier)

b=20 b=1lorb=2

Step I | nPA +2(5 — 1)PA + 5H

Step 2

Step 3

Step 4 nPA | 1IPA+ (5 —1)PA+n — 1A +3H
Total (2n — 2)PA + 5H nPA + 3H [-5PA +n — 1A]

0L

I A: Addition in group G
2 PA: Elliptic Curve Point Addition
3 H: Hashing Operation

* [1: Required operational depending on the flow of the protocol




IL

Table 5.8: The analysis of the computational cost of 2EPPZKP.

Step No Alice (Prover) Bob (Verifier)
b=20 b=1 b=20 b=1
Step 1 (5 — 1)M + 3Comm
Step 2
Step 3 n(E + M)
Step 4
Step 5
Step 6 1Comm | IE+ IM+ (5 —1)M +n — 1A + 1Comm
Total | (5 —1)M + n(E + M) + 3Comm 1Comm + [1E + IM + (§ — 1)M + $A]

' E: Exponentiation in group G

2 M: Multiplication in group G

3 Comm: Commitment Operation




5.3.2.2 Experimental Performance

The protocol is implemented in Go [79]] and the results are collected on a PC (8 CPU
Cores, 16 GB RAM) running macOS Monterey.

The implementation of the EPPZKP protocol using different curves, including P-224,
P-256, P-384, and P-521 as recommended in the FIPS PUB 186-4 Digital Signature
Standard (DSS) report [75]]. The length of the prime field p changes with each selected
curve, and the run-time of the protocol is affected as seen in Figure[5.3] The resulting
values are the average of 100 experiments. The results have three components. In the
commitgen phase, Alice generates commitments. In the commit phase, Bob sends
a challenge to Alice and Alice replies. In the prove phase, Bob checks the validity
of the information that Alice sent. The sum of time that is required for these three

phases constitutes the total run-time of a protocol for a single round.

Table 5.9: Comparable security strengths, and run-time of EPPZKP for the selected

curves.
Curve Security Strength | Commitgen (ms) | Commit (ms) | Prove (ms)
P-224 112 53.342 0.233 1.392
P-256 128 22.591 0.205 1.163
P-384 192 178.050 0.314 3.125
P-521 256 481.065 0.389 6.203
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CHAPTER 6

CONCLUSION

As one of the main contributions, this thesis proposes a novel (2, 3)-threshold
group key-sharing mechanism, named PATS, which employs principles akin to
secret-sharing schemes. Unlike traditional secret-sharing schemes, our approach
involves the collaborative generation of shares by participating parties. A distinctive
feature is the absence of prior knowledge about the secret used as the group key in
this work. The parties engage in a mutual agreement procedure, generating pieces
of information crucial for constructing a group key in a distributed manner over
insecure channels. Importantly, parties remain unaware of each other’s shares until
the blending stage during key usage. Notably, PATS eliminates the need for a fully
trusted third party. In summary, PATS, while resembling threshold secret-sharing
schemes, demonstrates a distinct structure and approach. Unlike traditional schemes,
PATS does not involve sharing prior confidential information, and it operates without
a trusted setup. Unlike legacy secret sharing where a known secret is distributed to
parties, PATS starts with an unknown secret (key). Parties collaboratively construct
the secret (key) using shares obtained at the protocol’s conclusion. This differs
from the traditional approach where the secret is known in advance, and shares are
constructed from it. PATS enhances security by avoiding the exposure of party shares
in the event of a data breach. We propose a novel zero-knowledge (2,3)-threshold
password-authenticated key exchange scheme, PATS, involving parties in group key
sharing. This protocol leverages zero-knowledge proofs, providing advantages over
well-established threshold key exchange schemes and accommodating semi-trusted
parties. We introduced both centralized and distributed variants of PATS, extending it
to a general (t, n)-threshold scheme. PATS supports distributed operation and enables

key verification by a trusted third party participating in group key sharing.
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As the second main contribution, we propose two zero-knowledge proofs. The first
protocol, a Three-pass ZKP Based on the Equal Partition Problem (EPPZKP), is a
Stern-type ZKP. The second protocol, Two Challenge ZKP Based on Equal Parti-
tion Problem (2EPPZKP), is inspired by the 5-pass identification scheme and reduces
soundness error. Detailed security and performance analyses of EPPZKP and 2EP-
PZKP were also provided. Both protocols satisfy three properties, namely complete-
ness, soundness, and zero-knowledge(ness) required for a protocol to be a ZKP and
the formal explanation to prove these requirements is provided for each protocol. Fi-

nally, we present the implementation result of the EPPZKP protocol.

6.1 Future Work

The following approaches can be integrated into this research:

1. PATS has to be retrofitted with classical security tools to be applicable in prac-
tice. This includes the integration of nonces or timestamps to mitigate replay
attacks, and using message authentication codes to safeguard against integrity
attacks. We left them as future work since they are classical approaches. As
another future work, we plan to develop techniques for reducing the messaging

load in (¢, n)-PATS.

2. PATS takes advantage of zero-knowledge proofs compared to well-known
threshold key exchange schemes. The integration of EPPZKP and 2EPPZKP

can be implemented to compare the protocols with other ZKPs.

3. Understanding the complexity of ZKPs requires extensive knowledge of arith-
metic circuits and rank-1 constraint systems. Both protocols can be considered
in such a way as to calculate the proof size, prover complexity, and verifier com-

plexity to compare with the state-of-the-art ZKP schemes given in Table
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APPENDIX A

In this section, we present adopted notations and essential preliminary knowledge.

A.1 Notation

Security parameter is denoted by \. Notation b & B denotes that b is chosen uniform
randomly from the finite set B. For integers a < b the set of integers {a,a+1,...,b}
is denoted [a, b] as a shorthand. Sym(n) denotes the set of all permutations on the
set {1,...,n}. Notations for a hash function and a commitment algorithm are H and

C'om respectively. For a permutation «, the value a(3) is also denoted by «;.

Position bit-vectors and length-n tuples of group elements are denoted in bold lower-
case letters t, t,,a, b, g. For a length-n tuple a = (a4, ...,a,), symbol a* denotes
the image of a under the permutation «, that is a* = «(a) = (aa,,- -, Ga, ). For
an algorithm, the time complexity "probabilistic polynomial-time" is abbreviated as

PPT.

A.2 Zero-knowledge Argument of Knowledge

Let X and Y be two finite sets and let R C X X Y be a relation defining a language L
in NP. An element w € X is said to be a witness for a statement y € Y if (w,y) € R.
A zero knowledge argument of knowledge for L is a two party protocol between
PPT interactive algorithms called prover (P) and verifier (V) satisfying three security

conditions (completeness, proof of knowledge and zero knowledge). For a statement
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y, while P gets a (w,y) pair as input, the other entity V' only gets y. The sequence
of exchanged messages at an interaction of P and V| on inputs s and ¢ respectively,
is called the transcript of the interaction. We will denote it by View(P(s), V (t)) and

we will denote an execution that yields an output out by out < (P(s), V (t)).

Definition A.2.1 (Argument of Knowledge) A two-party protocol between PPT in-
teractive algorithms (P,V') is said to be Argument of Knowledge with error ¢ if the

following properties hold:

o Perfect Completeness: For any (w,y) pairin R,

Pr[l < (P(w,y),V(y))] = 1.

o Knowledge Soundness with error ¢: Suppose P* is a potentially dishonest PPT
prover with success probability €* > ¢. Then, there exists an expected polyno-
mial time knowledge extractor algorithm I such that, given statement y and
rewindable black-box oracle access to P*, outputs a witness w for y with prob-

ability at least %;f) for some positive polynomial q.

In this thesis, we design a protocol on proof of knowledge of equal partition problem
on groups. Within this framework, a set of group elements S = {g1,...,¢,} is an

instance and a position bit vector t determining the partition is a witness.

Argument of Knowledge protocols are specialized interactive proofs. Next we give

the definition of k-special soundness defined for interactive proofs.

Definition A.2.2 (adapted from [80]) Let m = (P, V') be a 3-move public-coin (the
verifier chooses its messages randomly and publish them) interactive proof for re-
lation R with challenge set of cardinality N € N. The protocol 7 is said to be k-
out-of-N special-sound for k < N, if there exists a polynomail time algorithm such
that given a statement y and k-many accepting transcripts (a,c1,21), . .., (a, cx, z)
for distinct challanges but the same commitment, it outputs a witness w satisfying

(w,y) € R.
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It is well known that 2-special soundness implies knowledge soundness. As it is easier
to check, 2-special soundness is commonly used to prove knowledge extraction. In

[80] Theorem 1, this property generalized to k-special soundness.

Lemma A.2.1 (adapted from [8O] Theorem 1) A k-out-of-N special-sound 3-move

. . . . . k=1
public-coin interactive proof is knowledge sound with knowledge error ¢ = “~.

Let us define zero-knowledge property:

Definition A.2.3 (Zero-Knowledge) An argument of knowledge is zero-knowledge if,
for every possibly cheating PPT verifier V*, there exists an efficient simulator (a
PPT algorithm) S such that, on input vy, it outputs a transcript S(y) which is in-
distinguishable from View(P(w,y),V*(y)). The zero-knowledge property is called
computational, statistical, or perfect zero-knowledge depending on whether the two
distributions are computationally indistinguishable, statistically indistinguishable, or

equal, respectively.

An additional condition that the verifier behaves honestly gives Honest Verifier Zero-

Knowledge.

Definition A.2.4 (Honest Verifier Zero-Knowledge) An argument of knowledge is
(computationally/statistically/perfectly) honest verifier zero-knowledge if there exists
an efficient simulator (a PPT algorithm) S such that, on input vy, the distributions
of the simulated transcript output by S and the transcript View(P(w,y),V (y)), for

honest verifier V, are (computationally/statistically/perfectly) indistinguishable.

Definition A.2.5 (Black-Box Zero-Knowledge) (adapted from [81]) An argument of
knowledge is black-box zero-knowledge if there exists an efficient PPT oracle ma-
chine S such that for every non-uniform possibly cheating PPT verifier V*, upon

black-box access to V*(y), it outputs a transcript which is indistinguishable from

View(P(w,y), V*(y))-
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A.3 Commitment Schemes

Definition A.3.1 A non-interactive commitment scheme C'om is a sequence

(Setup, Commit, Ver) of algorithms such that:

o pp < Setup(1*) On input security parameter )\, algorithm Setup outputs the

public parameters pp.

e (c,r) < Commit(pp,m) On input public parameters pp and a message m,
algorithm Commit outputs a commitment c and some associated randomness
r used for computing and opening (verifying) c. it specify the the message space

M, randomness space R, and commitment space C.

e b« Ver(pp, m,c,r) On input the public parameters pp, a message m, a com-

mitment ¢ and the randomness r, the algorithm Ver outputs a bit b € {0, 1}.

A commitment scheme is required to possess three essential properties: correctness,
binding and hiding. Correctness implies that if the scheme run honestly, the verifica-
tion algorithm will output 1. Binding property ensures that it is practically impossible
to reveal a commitment to two different messages, thereby preventing any manipu-
lation or deceit. Hiding, on the other hand, ensures that the commitment does not
disclose any information about the actual message it represents, maintaining the con-

fidentiality and privacy of the committed data.

Formally,

Definition A.3.2 A commitment scheme C'om is correct if

+ Setup(1*
Pr |1+ Ver(pp,m,c,r) | bp p(1%) =1 (A.1)

(¢,7) <= Commit(pp, m)

Definition A.3.3 A commitment scheme C'om is statistically hiding if for any adver-
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sary A there exists a negligible function € such that

pp + Setup(1)

(mo,m1) <= A(pp)
Priy=0b | b & (0,1}

IN
N —

+e(N) (A.2)
(c,r) <= Commit(pp, my)
b+ Ale)

Definition A.3.4 A commitment scheme C'om is computationally binding if for any

stateful PPT adversary A there exists a negligible function € such that

pp < Setup(1*
1+ Ver(pp, my, C, TU) ( )

(m07 o, M1, 71, C) — A<pp)
PT I V@T(pp, mq,C, Tl) ‘ S 6()\>
Commit(pp, mg) = Commit(pp, m1)

mo #m
SR b+ Ale)
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